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[bookmark: _Toc296347286][bookmark: _Toc358276420]Introduction 
The Avian Hazard Advisory System(AHAS) Configuration Management Plan (CMP) establishes the overall plan for implementing configuration management (CM) for the AHAS system and configuration items (CI) during the entire life-cycle of the system (MIL-HB-61B[1] and NIST SP 800-128 [2]). This plan describes the processes required to ensure that changes AHAS occur within an identifiable and controlled environment. The AHAS CMP will ensure the following requirements are met:
Formally documented CM roles, responsibilities, and procedures to include the management of Information Assurance (IA) information and documentation.
A configuration control board (CCB) that implements procedures to ensure a security review and approval of all proposed AHAS changes.
Change Controls for software development are in place to prevent unauthorized programs or modification to programs from being implemented.
A current and comprehensive baseline of all software is maintained by the CCB as part of the Certification and Accreditation (C&A) documentation.
A testing process to verify proposed configuration changes prior to implementation in the operational environment. 
A verification process to provide additional assurance that the CM process is working effectively and that changes outside the CM process are technically or procedurally not permitted.

[bookmark: _Toc289419317][bookmark: _Toc295983408][bookmark: _Toc358276421][bookmark: _Toc229466772]Scope
The AHAS CMP has been developed based on specification in the AHAS DOD Information Assurance Certification and Accreditation Process (DIACAP) System Identification Profile (SIP), approved by the AHAS Program Manger (PM), AHAS Information Assurance Manager (IAM), and Air Force Space Command (AFSPC), of the mission criticality as “Mission Support,” Mission Assurance Category (MAC) of “III,” and Confidentiality Level of “Public” for AHAS. No classified information is processed on the AHAS system servers. The AHAS CMP satisfy the CM Information Assurance (IA controls) required by DoDI 8500.2 [3], para. E3.2.5 – E3.2.5.6 based on the AHAS MAC and Confidentiality Level.
The CMP establishes the management structures and practices that are necessary to define, standardize, and control the programmatic documentation, operational systems baseline, and project activities within the AHAS system while insuring that a process is in place to prevent unauthorized programs or modifications to programs from being implemented. 
Requirement identification within this document is accomplished by an “IA Control Number” shown as “AAAA-N” (where “A” is an alphanumeric symbol and “N” is a number), e.g., PRRB-1. Related IA controls, i.e., controls that either directly impact or support a control, are identified using the same system along with the name of the artifact containing the detailed implementation of the control.
[bookmark: _Toc295983409][bookmark: _Toc358276422]Hosting Facility
The AHAS PM specified that the Hosting Facility (HF) for AHAS is DeTect, Inc. in Panama City, FL as specified in the Performance Work Statement (PWS). The PWS for AHAS has been established that defines and delineates support, services, and responsibilities of the AHAS Contractor. 
[bookmark: _Toc295983410][bookmark: _Toc358276423]Record of Changes
The AHAS CMP is a living document that will be continually modified to reflect system, operational, or organizational changes and will remain under version control as documented on page i. 
[bookmark: _Toc295983411][bookmark: _Toc358276424]Annual Review
AHAS PM and IAM will coordinate with the AHAS Contractor to review the contingency planning controls at least annually and updated as necessary (DCAR-1; AHAS System Security Plan). 
[bookmark: _Toc281389994][bookmark: _Toc295983412][bookmark: _Toc358276425][bookmark: _Toc268869203]System Descriptions
[bookmark: _Toc281389995][bookmark: _Toc295983413][bookmark: _Toc358276426][bookmark: _Toc295983415][bookmark: _Toc162678473][bookmark: _Toc220814336]Avian Hazard Advisory System (AHAS) Overview
The Avian Hazard Advisory System (AHAS) program’s objective is to maintain and develop a predictive online model of avian activity using Geographic Information System (GIS) technology as a key tool for analysis and correlation of bird habitat, migration, and breeding characteristics, combined with key environmental and man-made geospatial data. 

AHAS is a web-based bird risk modeling system for the Continental United States and Alaska.  It displays historical and near real time bird concentrations using historical bird models, weather data, NEXRAD data, and risk management models.  AHAS is available online and is used to fulfill mission planning requirements as outlined in AFI11-202V3 [4].

[bookmark: _Toc358276427]Responsibilities
The contact information for each person with a role or responsibility for the CMP, including annual CMP plan review, is listed below.  
	[bookmark: _Ref296773853][bookmark: _Ref296773844][bookmark: _Toc297712051][bookmark: _Toc358276215][bookmark: _Toc358276428][bookmark: _Toc295983416]Table 1. CMP Key Personnel

	Name
	Role
	Office
	E-Mail
	Phone

	Daniel Sullivan
	Program Manger (PM and System Owner
	HQ AFSEC/SEFW
	daniel.sullivan.26@us.af.mil
	505-846-5674
DSN 246-5674

	Dan Sullivan, Lt. McCullers
	Program Contracting Officer Representatives (CORs)
	HQ AFSEC/SEFW
	daniel.sullivan.26@us.af.mil
 mary.mccullers.1@us.af.mil
	505-846-5673
DSN 246-5673
505-846-5848
DSN 246-5848

	Michelle Mitchell
	Information Assurance Manager (IAM)
	HQ AFSEC/SEAT
	michelle.mitchell.1@us.af.mil
	505-853-3637
DSN 263-3637

	Adam Kelly
	AHAS Contractor Program Manager (ACPM)
	DeTect Inc.
	adam.kelly@Detect-inc.com
	850-763-7200

	Ron White
	AHAS Contractor Project Manager
	DeTect Inc.
	ron.white@Detect-inc.com
	850-763-7200



[bookmark: _Toc358276429]Configuration Management
As defined in NIST 800-128 [2], CM “comprises a collection of activities focused on establishing and maintaining the integrity of products and systems, through control of the processes for initializing, changing, and monitoring the configurations of those products and systems. The practice of configuration management is implemented through the establishment of the baseline configuration.” Configuration Items (CIs) are defined as “an identifiable part of a system that is a discrete target of configuration control processes.” CM provides a focused approach to the problems of managing the total lifecycle of CIs (from the time an asset is identified until it is retired) including ongoing updates to operating systems and applications such as patches, new versions or functionality, and configuration settings. The items placed under CM include the software and hardware products (e.g., servers, routers and switches, etc.) that comprise the application infrastructure as well as items required to create or maintain these components (e.g., initial routing tables, switch configuration data, database configuration). CM enables the ability to answer the following questions:
What is the process for making changes to the system?
Who made a change to the system?
What changes were made to the system?
When were the changes made?
Why were the changes made?
Who authorized the changes?
How are changes accounted for?

Configuration Management is achieved through four primary activities:
Identification – planning, documenting, and establishing a baseline for all CIs and their interrelationships. Includes the active inventory processes to track those CIs throughout their lifecycle.
Change Control – deployment, release practices, issue tracking, change requests, asset management, and maintenance. Includes the processes designed to capture requirements and proposed changes impacting the CIs to ensure they are subject to appropriate review, scheduling, and monitoring of the various components throughout the change cycle. 
Status Reporting – capturing CM data, processing data, and utilizing the information in order to support management and decision-making. 
Audit – verification and validation; reviewing conformance to security, licensing, contracts, etc. Includes the processes that ensure all procedures are performing effectively as measured against industry norms and all CM functions are adequately servicing the needs of the organization.

The CM process initiates the identification of a configuration baseline. This may begin with a baseline derived from a system specification or from detailed characteristics of an operational system. Changes will occur as more knowledge of a design or operation is gained as system requirements evolve. These changes shall be controlled to ensure that they are secure in nature, remain cost effective, and are properly documented.
DeTect Inc. is responsible for the CMP including the host operating system and the physical security of the facilities in which the services operate.
[bookmark: _Toc358276430]AHAS Configuration Management
The AHAS CMP describes the roles, responsibilities, policies, and procedures that apply to systematically manage the configuration of AHAS, including: 
Configuration Control Board – charter and organizational structure (roles and responsibilities) of the body of personnel responsible for CM; 
Configuration Item Identification – methodology for selection and naming of configuration items that need to be placed under CM; 
Baseline Configuration Management – process for the establishment and management of the baseline configuration for the identified configuration items; 
Configuration Change Control – process for managing updates to the baselines for the configuration items; and 
Configuration Monitoring – process for assessing or testing the level of compliance with the established configuration baseline and mechanisms for reporting on the configuration status of items placed under CM. 

The AHAS PM, AHAS CORs, IAM, and AHAS contractor team function as a Multi-functional Team (MFT). The MFT is a customer-focused team, established to shape and execute a requirement with the emphasis on teamwork, trust, common sense and agility. 
[bookmark: _Toc358276431]AHAS Configuration Control Board
The AHAS Configuration Control Board (CCB) manages and approves all AHAS software requests related to modification of existing functionality and the development of new functionality. The AHAS PM serves as the CCB Chairperson (CCB/C) and makes the decisions concerning all requests brought before the CCB regarding issues directly impacting the AHAS project. The CCB members coordinate with the CCB/C to prioritize and approve AHAS MRs. The AHAS CCB Charter is maintained in eMass as an artifact and includes membership and responsibilities. 
[bookmark: _Toc358276432]Configuration Item Identification
CIs are the information system components that satisfy an end use function and are designated for separate configuration management. Configuration identification is the ongoing CM activity that encompasses the identification and documentation of the AHAS functionality, from initial requirements through design, development, implementation, test, and deployment. It also establishes configuration baselines for CIs.
[bookmark: _Toc358276433]Baseline Configuration Management
The Baseline Configuration is a set of specifications for a system, or CIs within a system, that has been formally reviewed and agreed on at a point in time, and after which all changes must be tracked and approved. 
[bookmark: _Toc358276434]Configuration Change Control
Configuration change control is the process by which new requirements and changes to AHAS are initiated, evaluated, tested, approved, implemented, and verified through a systematic approach and based on best practice guidelines. Change control ensures that all modifications/enhancements follow an orderly process for evaluation and implementation so that traceability and accountability are supported. 
Technical and performance issues will be corrected as soon as they are brought to the attention of the Project Manager.
System enhancements will be evaluated and implemented after being reviewed and approved by the CCB.
The CM process includes assessment of IA and accreditation impact prior to installation and deployment in collaboration with the IAM. The process also ensures incorporation of best security practices. Procedures are also implemented for installing, configuring, and testing of all components prior to deployment following principle of least privilege and based on relevant security guidance documents. DISA STIGs, SRGs, NSA Guidelines, and NIST SP 800-115 [5] constitute the primary source for security configuration or implementation guidance for the deployment of newly acquired IA and IA-enabled IT products and periodic review of existing products for continued compliance. The AHAS documentation and software libraries are managed and maintained to protect privileged programs and to prevent the introduction of unauthorized code.
Proposed modifications to AHAS are presented as needed to the CCB or are discussed at the PMR along with details on development activities, priorities, resources, deliverables, AHAS software plans, milestones, and schedule, along with identification, assessment, and proposed mitigation strategy for any identified risk areas. 
[bookmark: _Toc358276435]Configuration Monitoring
Configuration monitoring involves CM activities to determine whether AHAS is configured in accordance with the approved baseline configurations, and that the IS components identified within the information system confirm with the established configuration baseline. 
[bookmark: _Toc208216604][bookmark: _Toc295983418][bookmark: _Toc358276436]Shared Controls
As specified in the AHAS DIACAP Implementation Plan, DeTect Inc. is responsible for the controls specified in this section. 
[bookmark: _Toc268869226]Best Security Practices (DCBP-1)
	Description:
	The DoD information system security design incorporates best security practices such as single sign-on, PKE, smart card, and biometrics.

	Supporting Rational:
	DeTect Inc. is responsible for implementation of best security practices for secure identification management for AHAS.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	DCBP-1 is non-applicable as AHAS is a public, non-sensitive system.  

	Artifacts:
	AHAS Configuration Management Plan, AHAS System Security Plan


[bookmark: _Toc268869227]
Control Board (DCCB-1)
	Description:
	All DoD information systems are under the control of a chartered configuration control board that meets regularly according to DCPR-1.

	Supporting Rational:
	DeTect Inc. provides organizational responsibility for the configuration management process for the infrastructure.  AFSEC/SEFW maintains a chartered Configuration Control Board for the application.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS Configuration Management Plan (Sections 4.1.1) describes the role and responsibilities of a chartered Configuration Control Board to approve changes to application software, and documentation throughout the development and operational lifecycle of the information system. 


	Artifacts:
	AHAS Configuration Management Plan, AHAS CCB Charter



[bookmark: _Toc268869228]Configuration Specifications (DCCS-1)
	Description:
	A DoD reference document, such as a security technical implementation guide or security recommendation guide constitutes the primary source for security configuration or implementation guidance for the deployment of newly acquired IA- and IA-enabled IT products that require use of the product's IA capabilities. If a DoD reference document is not available, the following are acceptable in descending order as available: (1) Commercially accepted practices (e.g., SANS); (2) Independent testing results (e.g., ICSA); or (3) Vendor literature.

	Supporting Rational:
	DeTect Inc. is responsible for the infrastructure security configuration and implementation and for the application component configuration and implementation.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS Configuration Management Plan (Sections 4.1.4) includes confirmation that newly-acquired IA and IA-enabled products are configured according to the appropriate standards.  AHAS STIGs are maintained in eMASS.  


	Artifacts:
	AHAS Configuration Management Plan, AHAS STIGs



[bookmark: _Toc268869229]Compliance Testing (DCCT-1)
	Description:
	A comprehensive set of procedures is implemented that tests all patches, upgrades, and new AIS applications prior to deployment.

	Supporting Rational:
	DeTect Inc. is responsible for the application component testing.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	Procedures that address the review, testing, and implementation process for all patches, upgrades and deployments are specified in the AHAS Configuration Management Plan.  The AHAS Configuration Management Plan (Sections 4.1.4) specifies that all components are installed, configured, and maintained following the principle of least privilege and based on relevant security guidance documents, including DISA STIGs and NIST SP 800-115 [5]. 


	Artifacts:
	AHAS Configuration Management Plan



[bookmark: _Toc268869234]IA Impact Assessment (DCII-1)
	Description:
	Changes to the DoD information system are assessed for IA and accreditation impact prior to implementation.

	Supporting Rational:
	Any changes to the computing infrastructure supporting application/system are assessed for IA and accreditation impact prior to implementation.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	As specified in the AHAS Configuration Management Plan, DeTect Inc. applies a systematic approach to managing change to ensure changes to customer-impacting IA aspects of a service are reviewed, tested, and approved.  The AHAS Configuration Management Plan (Sections 4.1.4) includes assessment of IA and accreditation impact prior to installation and deployment in collaboration with the IAM. 

	Artifacts:
	AHAS Configuration Management Plan



[bookmark: _Toc268869240]CM Process (DCPR-1)
	Description:
	A CM process is implemented that includes requirements for: (1) Formally documented CM roles, responsibilities, and procedures to include the management of IA information and documentation; (2) A configuration control board that implements procedures to ensure a security review and approval of all proposed DOD information system changes, to include interconnections to other DOD information systems; (3) A testing process to verify proposed configuration changes prior to implementation in the operational environment; and (4) A verification process to provide additional assurance that the CM process is working effectively and that changes outside the CM process are technically or procedurally not permitted.

	Supporting Rational:
	A CM plan has been developed to include detailed CM roles, CCB, test process for the changes requested and verification process that checks the effectiveness of the CM process.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS Configuration Management Plan has been developed to include detailed CM roles, CCB, test process for the changes requested and verification process that checks the effectiveness of the CM process.

	Artifacts:
	AHAS System Security Plan, AHAS Configuration Management Plan



[bookmark: _Toc268869242]System Library Management Controls (DCSL-1)
	Description:
	System libraries are managed and maintained to protect privileged programs and to prevent or minimize the introduction of unauthorized code.

	Supporting Rational:
	DeTect Inc. is required to control changes to software libraries associated with infrastructure and is also responsible for the application. 

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	Documentation and software libraries are managed and maintained to protect privileged programs and to prevent the introduction of unauthorized code.  The AHAS Configuration Management Plan (Section 4.1.4) indicates that the AHAS documentation and software libraries are managed and maintained to protect privileged programs and to prevent the introduction of unauthorized code.
IT access privileges above least privilege per job function, including admin accounts, are approved and reviewed on a quarterly basis by appropriate personnel.
Access to IT resources is revoked within 24 hours of the employee record being terminated (deactivated) in the HR System by Human Resources.

	Artifacts:
	AHAS Configuration Management Plan



[bookmark: _Toc268869245]SW Baseline (DCSW-1)
	Description:
	A current and comprehensive baseline inventory of all software (to include manufacturer, type, and version and installation manuals and procedures) required to support DOD information system operations is maintained by the CCB and as part of the C&A documentation. A backup copy of the inventory is stored in a fire-rated container or otherwise not collocated with the original.

	Supporting Rational:
	CCB documentation contains a current comprehensive listing of all software including the vendor, version, DOD license, and name and location of the hosting system.  The backup copy of the software inventory is stored in a fire retardant container or in a physically separate site.  The backup copy is current and accurate and matches the original.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	An AHAS Software inventory is maintained in the PWS and on the DeTect Google drive.  

	Artifacts:
	AHAS Configuration Management Plan, AHAS System Security Plan, AHAS PWS



Production Code Change Controls (ECPC-1)
	Description:
	Application programmer privileges to change production code and data are limited and are periodically reviewed. 

	Supporting Rational:
	The AHAS Contractor is responsible for limiting and reviewing programmer privileges. 

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS System Security Plan (Section 8.10.2) describes limiting application programmer privileges to change production code and data.  
AHAS administrator access is limited to those whose primary job description is maintaining and sustaining AHAS.  AHAS Administrator access accounts are reviewed periodically. 

	Artifacts:
	AHAS System Security Plan, AHAS Configuration Management Plan



Security Configuration Compliance (ECSC-1)
	Description:
	For Enclaves and AIS applications, all DoD security configuration or implementation guides have been applied.

	Supporting Rational:
	DeTect Inc. is responsible for system and application configuration for infrastructure and for the application configuration. 

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	DoD Security Technical Implementation Guides (STIGs) issued by DISA constitute the primary source for security configuration or implementation guidance for the deployment of newly acquired IA and IA-enabled IT products. IA and IA-enabled IT products are periodically reviewed for compliance with governing security implementation guidance documents (e.g. DISA STIGs or Security Recommendation Guides (SRGs)).
The AHAS Configuration Management Plan (Section 4.1.4) specifies that DISA STIGs, SRGs, NSA Guidelines, and NIST SP 800-115 [5] constitute the primary source for security configuration or implementation guidance for the deployment of newly acquired IA and IA-enabled IT products and periodic review of existing products for continued compliance.

	Artifacts:
	AHAS Confirmation Management Plan



Software Development Change Controls (ECSD-1)
	Description:
	Change controls for software development are in place to prevent unauthorized programs or modifications to programs from being implemented. 

	Supporting Rational:
	AHAS is responsible for obtaining CCB approval for all software changes.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS System Security Plan (Section 8.10.2) describes software development change controls.
The AHAS Project Manager obtains written CCB approval for all software changes before implementation.

	Artifacts:
	AHAS System Security Plan, AHAS Configuration Management Plan 
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