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DoDI 8500.2: Continuity
COBR-1 Protection of Backup and Restoration Assets
Compliant, Mandated
Impact Code: High
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Validation Ron White 
Artifact Name: 
	AHAS System Security Plan
COP
Hardware and Software Inventory
Control Description
Procedures are in place assure the appropriate physical and technical protection of the backup and restoration
hardware, firmware, and software, such as router tables, compilers, and other security-related system software.
Statement of Weakness
Procedures that assure the appropriate physical and technical protection of the backup and restoration hardware,
firmware, and software, such as router tables, compilers, and other security-related system software are not in
place.
Assessment Procedures:

COBR-1-1 Protection of Backup and Restoration Assets
Compliant
AP Description
Ensure that procedures are in place to assure the appropriate physical and technical protection of the backup and
restoration hardware, firmware, and software.
Preparation Steps
1. Obtain copies of policies, procedures and other documentation relating to the physical and technical protection of
restoration assets. 
2. Identify the hardware, software, or firmware used for back up of data or other system assets.
3. Schedule an inspection with the IAM/IAO or system administrator.
Execution Steps
1. Review the documentation to ensure that appropriate physical and technical measures are in place for the
protection of backup and restoration hardware, firmware, and software. 
2. Inspect the system facilities to confirm the following: a. A detailed inventory exists of all backup and restoration assets 
as part of the organization or site backup plan. b. Physical security controls, such as building/room access controls (e.g., visitor logs, manned visitor control points, etc.) are in place and functioning. c. Technical security controls, such as a cryptographic key management system, and least privilege access controls are in place to protect archived data assets (e.g., lockable storage lockers for backup tapes). d. Fire-rated containers are in place to maintain media containing
backed up data, whether for short-term on-site storage or in preparation for transportation to an approved remote
storage facility.
Expected Results
Procedures are in place that assure the appropriate physical and technical protection of the backup and restoration
hardware, firmware and software.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		Procedures are in place to assure the 	N/A		Ron White
					appropriate physical and technical
					protection of the backup and restoration
					hardware, firmware and software.

COBR-1-2 Physical Security Controls
Compliant
AP Description
Ensure that appropriate physical security controls are employed for protection of backup and restoration assets.
Preparation Steps
1. Obtain a copy of the portion of the organization's system security documentation that identifies the type and
location of physical assets (e.g., locked metal containers, rooms or spaces with lockable restricted-access doors,
etc.) protecting of backup and restoration assets.
Execution Steps
1. Ensure that the system security documentation contains descriptions and locations of the physical protection
features of the backup and restoration systems (e.g., locked metal containers, rooms or spaces with lockable
restricted-access doors, etc.). 
2. Conduct a visit of the facilities where the physical protection assets are located to verify that they are in fact protecting
         backup and restoration assets (hardware and software). 
3. Record the results.
Expected Results
Appropriate physical security controls have been identified, located, and implemented for the protection of backup
and restoration assets.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		Physical security controls have been 	N/A		Ron White
					identified, located, and implemented
					for the protection of backup and restoration
					assets.

COBR-1-3 Technical Security Controls
Compliant
AP Description
Ensure that appropriate technical security controls are employed for protection of backup and restoration assets.
Preparation Steps
1. Obtain a copy of the portion of the organization's system security documentation that identifies the technical
security controls (e.g., cryptographic key management, role-based access controls, etc.) used to protect backup
and restoration assets.
Execution Steps
1. Identify the system's backup and restoration assets. 
2. Verify that technical controls are in place to protect these assets through such tests as the following: a. Attempting to access the backup/restoration application(s) without use of a cryptographic key or certificate; b. Attempt to access the backup/restoration application(s) through a user account lacking the proper roles or privileges for said access. 
3. Record the results
Expected Results
Appropriate technical security controls have been identified and implemented for the protection of backup and
restoration assets.


Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		technical security controls have been 	N/A		Ron White
					identified  and implemented for the 
					protection of backup and restoration
					assets.

DoDI 8500.2: Continuity
CODB-1 Data Backup Procedures
Control Inherited from: AHAS
Compliant, Mandated
Impact Code: Low
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
AHAS Monthly Report
COP
Control Description
Data backup is performed at least weekly.
Statement of Weakness
	Data backup is not performed at least weekly.
Assessment Procedures:

CODB-1-1 Data Backup - Weekly
Compliant
AP Description
	Ensure that data backup is performed at least weekly.
Preparation Steps//For Official Use Only
1. Obtain activity logs; audit records, other documentation, or a representative sample (for example a minimum of 3
-5 documents) for the past month that show data is backed up weekly. 
2. Obtain copies of CCB-approved waivers governing the storage of recovery media.
Execution Steps
1. Review activity logs, audit records, waivers or other documentation to confirm that data backup is performed at
	least on a weekly basis.
Expected Results
	Data backup is performed at least weekly.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	08 Nov 2017 		Raster data and SQL data is backed	N/A		Ron White
					up every week and stored on an
					external hard drive that is kept in a 
					fire sage.


DoDI 8500.2: Continuity
CODP-1 Disaster and Recovery Planning
Control Inherited from: AHAS
Compliant, Mandated
Impact Code: Low
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
COP
Control Description
A disaster plan exists that provides for the partial resumption of mission or business essential functions within 5
days of activation. (Disaster recovery procedures include business recovery plans, system contingency plans,
facility disaster recovery plans, and plan acceptance.)
Statement of Weakness
A disaster plan that provides for the partial resumption of mission or business essential functions within 5 days of
activation does not exist.
Assessment Procedures:
CODP-1-1 Disaster Recovery – 5 Days
Compliant
AP Description
Verify that a disaster plan exists to provide for the partial resumption of mission or business essential functions
within 5 days of activation. (Disaster recovery procedures include business recovery plans, system contingency
plans, facility disaster recovery plans, and plan acceptance.)
Preparation Steps
1. Obtain copies of documents detailing business continuity plans and arrangements (e.g., SOPs, COOP,
	Emergency Plans, Incident Response Plans, Disaster Recovery Plans, etc.). 
2. Obtain copies of CCB-approved waivers or exceptions to policy governing Disaster Planning. 
3. Review the continuity plans and other documentation to verify that the partial resumption of mission or business essential functions within 5 days of activation is addressed. 
4. Record the results.
Execution Steps
1. Review the continuity plans and other documentation to verify that the partial resumption of mission or business
	essential functions within 5 days of activation is addressed. 
2. Record the results.
Expected Results
A disaster plan exists that provides for the partial resumption of mission or business essential functions within 5
days of activation.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	08 Nov 2017 		The disaster plan is covered in the 	N/A		Ron White
					COP.


DoDI 8500.2: Continuity
COEF-1 Identification of Essential Functions
Control Inherited from: AHAS
Compliant, Mandated
Impact Code: Low
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
COP
Control Description
Mission and business essential functions are identified for priority restoration planning.
Statement of Weakness
Mission and business essential functions are not identified for priority restoration planning.
Assessment Procedures:

COEF-1-1 Restoration of Essential Functions
Compliant
AP Description//For Official Use Only
All IT assets supporting mission and business essential functions (e.g., computer-based services, data and
applications, communications, physical infrastructure) have been identified for priority restoration planning.
Preparation Steps
1. Obtain copies of documents detailing business continuity plans and arrangements (e.g. SOPs, COOP,
emergency plans, incident response plans, disaster recovery plans, etc.) and waivers. 
2. Identify the IT assets that support mission and business essential functions.
Execution Steps
1. Review the COOP plan, disaster recovery plan, and other appropriate documentation and verify that mission and
business essential functions and their supporting IT assets have been identified for priority restoration. 
2. Record the results.
Expected Results
	IT assets supporting mission and business essential functions have been identified for priority restoration planning.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	08 Nov 2017 		The restoration and essential functions 	N/A		Ron White
					are covered in the COP.

DoDI 8500.2: Continuity
COMS-1 Maintenance Support
Control Inherited from: AHAS
Compliant, Mandated
Impact Code: Low
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
COP
Control Description
	Maintenance support for key IT assets is available to respond within 24 hours of failure.
Statement of Weakness
	Maintenance support for key IT assets is not available to respond within 24 hours of failure.
Assessment Procedures:
COMS-1-1 Maintenance Support – Next Day
Compliant
AP Description
	Ensure that maintenance support for key IT assets is available to respond within 24 hours of failure.
Preparation Steps
	1. Obtain copies of maintenance support contracts, logs and documentation.
Execution Steps
1. Review the maintenance support contracts, logs and documentation to verify that maintenance support for key IT
assets is available to respond within 24 hours of a failure. 
2. Record the results.
Expected Results
	Maintenance support is available to respond within 24 hours of a failure.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	08 Nov 2017 		Any system failure is automatically	N/A		Ron White
					reported to maintenance personnel
					and addressed as soon as possible.


DoDI 8500.2: Continuity
COPS-1 Power Supply
Control Inherited from: AHAS
Compliant, Mandated
Impact Code: Low
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
AHAS Monthly Report
COP
Control Description
Electrical power is restored to key IT assets by manually activated power generators upon loss of electrical power
from the primary source.
Statement of Weakness
Electrical power is not restored to key IT assets by manually activated power generators upon loss of electrical
power from the primary source.
Assessment Procedures:

COPS-1-1 Power Supply – Manual Activation of Emergency Power
Compliant
AP Description
Electrical power is restored to key IT assets by manually activated emergency power generators upon loss of
electrical power from the primary source.
Preparation Steps
1. Obtain listing of key computing facilities that house key IT assets. 
2. Obtain emergency power backup plans and documentation for the key computing facilities.
Execution Steps
1. Review the emergency power backup plans and documentation and verify that, at minimum, manually activated
emergency power generators can supply emergency power to key computing facilities on demand. 
2. Record the results.
Expected Results
	Manually activated emergency power generators can restore electrical power.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	08 Nov 2017 		Backup generator power manual	N/A		Ron White
					activation is tested monthly.


DoDI 8500.2: Continuity
COSW-1 Backup Copies of Critical SW
Control Inherited from: BAM/AHAS
Compliant, Mandated
Impact Code: High
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
	COP
	Hardware and Software Inventory
Control Description
	Back-up copies of the operating system and other critical software are stored in a fire rated container or otherwise
	not collocated with the operational software.
Statement of Weakness
	Back-up copies of the operating system and other critical software are not stored in a fire rated container or
	otherwise not collocated with the operational software.
Assessment Procedures:

COSW-1-1 Software Backup
Compliant
AP Description
Ensure that backup copies of the operating system and other critical software are stored in a fire rated container or
otherwise not collocated with the operational software.
Preparation Steps
	1. Obtain a copy of the current software inventory. 2. Identify the operating system(s) and other critical software.
Execution Steps
1. Verify that at least one licensed copy of each operating system and each critical software application used by
system components is stored in a fire rated container or a physically separate site.
Expected Results
At least one back-up copy of each operating system and each critical software application used by the system is
stored in a fire rated container or otherwise not collocated with the operational software.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	08 Nov 2017 		Backup copies of the operating system	N/A		Ron White
					and other critical software are stored 
					in a fire rated container or otherwise 
					not collocated with the operational 
					software.


DoDI 8500.2: Continuity
COTR-1 Trusted Recovery
Control Inherited from: BAM/AHAS
Compliant, Mandated
Impact Code: High
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
	COP
Control Description
Recovery procedures and technical system features exist to ensure that recovery is done in a secure and verifiable
manner. Circumstances that can inhibit a trusted recovery are documented and appropriate mitigating procedures
have been put in place.
Statement of Weakness
Recovery procedures and technical system features do not exist to ensure that recovery is done in a secure and
verifiable manner; circumstances that can inhibit a trusted recovery are not documented; appropriate mitigating
procedures have not been put in place.
Assessment Procedures:

COTR-1-1 Trusted Recovery
Compliant
AP Description
Verify that recovery procedures and technical system features exist to ensure that recovery is done in a secure and
verifiable manner, and that circumstances that can inhibit a trusted recovery are documented and appropriate
mitigating procedures have been put in place.
Preparation Steps
1. Obtain a copy of the IT COOP and disaster recovery plans. 
2. Obtain SOP documentation that addresses recovery procedures and the associated technical system documentation. 
3. Obtain documentation that addresses circumstances that could inhibit a trusted recovery and mitigating procedures.
Execution Steps
1. Review IT COOP, disaster recovery plans and other appropriate documentation to verify that recovery
procedures and technical system features are in place to ensure that recovery is performed in a secure and
verifiable manner. 
2. Verify that circumstances that could inhibit a trusted recovery are documented and confirm that mitigating procedures are identified. 
3. Record the results.
Expected Results
1. Recovery procedures and technical system features to ensure a recovery is done in a secure and verifiable
manner are documented. 
2. Circumstances that could inhibit a trusted recovery are documented and appropriate
mitigating procedures have been put in place.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	08 Nov 2017 		Backup copies of the operating system	N/A		Ron White
					and other critical software are stored 
					in a fire rated container or otherwise 
					not collocated with the operational 
					software.


DoDI 8500.2: Security Design and Configuration
DCCT-1 Compliance Testing
Control Inherited from: AHAS
Compliant, Mandated
Impact Code: Medium
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
AHAS Configuration Management Plan
AHAS Monthly Report
AHAS System Security Plan
Control Description
A comprehensive set of procedures is implemented that tests all patches, upgrades, and new AIS applications prior
to deployment.
Statement of Weakness
A comprehensive set of procedures that tests all patches, upgrades, and new AIS applications prior to deployment
has not been implemented.
Assessment Procedures:
For Official Use Only
DCCT-1-1 Compliance Testing
Compliant
AP Description
To ensure that a comprehensive set of procedures are developed and used to test all patches, upgrades, and new
AIS applications prior to deployment.
Preparation Steps
1. Obtain a copy of the CM plan and/or SOPs that describe procedures for testing and implementing patches,
updates, and new AIS applications. 
2. Obtain sample copies of system change requests and approvals.
Execution Steps
1. Review the CM plan/SOPs for the required procedures for testing of patches, changes or upgrades prior to
deployment. 
2. Review the selected system change requests to verify that changes have been in compliance with
the required testing procedures. 
3. Record the results.
Expected Results
1. The procedures for testing of patches, upgrades and new AIS applications prior to deployment are documented. 
2. The procedures are being followed and testing results are documented in CCB.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		No test environment is available for 	N/A		Ron White
					AHAS.  All patches and upgrades are
					documented and monitored to ensure
					proper operations.  New custom
					software and upgrades are tested
					before being used.


DoDI 8500.2: Security Design and Configuration
DCHW-1 HW Baseline
Control Inherited from: BAM/AHAS
Compliant, Mandated
Impact Code: High
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
COP
Hardware and Software Inventory
Control Description
A current and comprehensive baseline inventory of all hardware (HW) (to include manufacturer, type, model,
physical location and network topology or architecture) required to support enclave operations is maintained by the
Configuration Control Board (CCB) and as part of the SSAA. A backup copy of the inventory is stored in a fire-rated
container or otherwise not collocated with the original.
Statement of Weakness
A current and comprehensive baseline inventory of all hardware is not maintained by the CCB or is not part of the
system security documentation. A backup copy of the inventory is not being stored in a fire-rated container or is
collocated with the original.
Assessment Procedures:

DCHW-1-1 HW Baseline – Inventory Maintenance
Compliant
AP Description
Ensure that a current and comprehensive baseline inventory of all hardware (HW) (to include manufacturer, type,
model, physical location and network topology or architecture) required to support enclave operations is maintained
by the Configuration Control Board (CCB) and as part of the appropriate system security document.
Preparation Steps
1. Obtain a copy of the current baseline inventory of all system hardware. 2. Obtain a copy of CCB approved
changes to the baseline for an appropriate representative interval of time (e.g. the last 30 days, last meeting, or
other recent change). 3. Obtain the appropriate system security document(s).
Execution Steps
1. Confirm that the baseline inventory of all system hardware contains detailed information, including manufacturer,
type, model and physical location for each piece of hardware match the changes to the baseline approved by the
CCB. 
2. Review the system security documentation to verify that it includes a current baseline inventory of all
system hardware in detail. 3. Record the results.
Expected Results
A current and comprehensive baseline inventory of all system hardware exists and contained in the appropriate
system security documentation. Changes to the baseline have been, and routinely are approved by the CCB.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		Conducted inventory on Nov 8th, 	N/A		Ron White
					2017.

DCHW-1-2 HW Baseline – Backup Copy of Inventory
Compliant
AP Description
Ensure that a backup copy of the current HW baseline inventory is stored in a fire-rated container or otherwise not
collocated with the original.
Preparation Steps
1. Obtain a copy of the current baseline inventory of all system hardware. 
2. Verify that a backup copy of the HW inventory is maintained in a fire-rated container, at an off-site location, or otherwise not collocated with the original.
3. Coordinate an inspection with the IAM, system administrator, or other cognizant individual to view the backup
HW inventory copy(ies).
Execution Steps
1. Proceed to the location(s) where (a) backup copy(ies) of the baseline hardware inventory are maintained. 
2. Obtain the backup copy of the current HW configuration baseline. 
3. Compare the baseline copy with the current baseline inventory to ensure a match. 
4. Record the results.
Expected Results
A backup copy of the current HW baseline inventory is stored in a fire-rated container or otherwise not collocated
with the original, is current, and matches the original document.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		Inventory is backed up on DeTect 	N/A		Ron White
					Google drive.


DoDI 8500.2: Security Design and Configuration
DCID-1 Interconnection Documentation
Control Inherited from: AHAS
Compliant, Mandated
Impact Code: High
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
DeTect Unisys Service Agreement
Control Description
For AIS applications, a list of all (potential) hosting enclaves is developed and maintained along with evidence of
deployment planning and coordination and the exchange of connection rules and requirements. For enclaves, a list
of all hosted AIS applications, interconnected outsourced IT-based processes, and interconnected IT platforms is
developed and maintained along with evidence of deployment planning and coordination and the exchange of
connection rules and requirements.
Statement of Weakness
For AIS applications, a list of all (potential) hosting enclaves has not been developed and/or maintained along with
evidence of deployment planning and coordination and the exchange of connection rules and requirements. For
enclaves, a list of all hosted AIS applications, interconnected outsourced IT-based processes, and interconnected
IT platforms has not been developed and maintained along with evidence of deployment planning and coordination
and the exchange of connection rules and requirements.
Assessment Procedures:

DCID-1-1 Interconnection Documentation - Enclaves
Compliant
AP Description
Ensure that for enclaves, a list of all current or planned hosted AIS applications, interconnected outsourced ITbased
processes, and interconnected IT platforms is developed and maintained along with evidence of deployment
planning and coordination and the exchange of connection rules and requirements.
Preparation Steps
1. Obtain enclave interconnection documentation. 
2. Schedule interview with IAM/IAO and network administrator.
Execution Steps
1. Review the interconnection documentation to ensure that: - Planned and current hosted system applications
are identified and - Methods are defined for security planning and coordinating with the enclave as early in the
development cycle of the software release as possible based on the connection rules and requirements. 
2. Interview IAM/IAO and network administrator and verify the procedures for coordinating with the application/system
owners and/or outsources. 
3. Record the results.
Expected Results
A list of planned and current AIS applications; interconnected outsourced IT based processes, and interconnected
IT platforms hosted by the enclave is maintained along with evidence that the hosting enclave has been contacted
for security coordination, and IA requirements have been exchanged.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	06 Nov 2017 		Attached service agreement highlights 	N/A		Ron White
					warranty coverage of hardware and
					software as well as interconnectivity
					between Unisys and DeTect inc.

DCID-1-2 Interconnection Documentation – AIS Application
Compliant
AP Description
Ensure that for the system applications, a list of all current or planned hosting enclaves are maintained along with
evidence of security planning and coordination and the exchange of connection rules and requirements.
Preparation Steps
1. Obtain application security documentation that addresses security planning and coordination and interconnection
rules and requirements. 
2. Schedule an interview with the IAM/IAO and system administrator.
Execution Steps
1. Review the application security documentation to ensure that: - Planned and current hosting enclaves are
identified. - Methods for security planning and coordination with the enclave as early in the development cycle of
the software release as possible; and - IA requirements have been identified and exchanged. 
2. Interview the IAM/IAO and system administrator and verify the procedures for coordinating with the enclave for connection. 
3. Record the results.
Expected Results
A list of planned and current-hosting enclaves is maintained along with evidence that they have been contacted for
security coordination, and IA requirements have been exchanged.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	06 Nov 2017 		Attached service agreement highlights 	N/A		Ron White
					warranty coverage of hardware and
					software as well as interconnectivity
					between Unisys and DeTect inc.


DoDI 8500.2: Security Design and Configuration
DCII-1 IA Impact Assessment
Control Inherited from: AHAS
Compliant, Mandated
Impact Code: Medium
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
AHAS Configuration Management Plan
AHAS System Security Plan
Control Description
	Changes to the DOD information system are assessed for IA and accreditation impact prior to implementation.
Statement of Weakness
	Changes to the DOD information system are not assessed for IA and accreditation impact prior to implementation.
Assessment Procedures:

DCII-1-1 IA Impact Assessment
Compliant
AP Description
Ensure that proposed changes to the DOD information system are assessed for IA and accreditation impact prior to
implementation.
Preparation Steps
1. Obtain all documentation relating to changes to the system (e.g. CM documents, requests for change, minutes of
the CCB). 
2. Identify the most recent 2-3, or other appropriate representative sample changes made to the system.
Execution Steps
1. Review the documentation and ensure that for each change: - The change is identified; - The change was
reviewed by the CCB and assessed for IA and accreditation impact; and - The implementation was approved by
the CCB. 
2. Record the results.
Expected Results
	Changes to the DOD information system are assessed for IA and accreditation impact prior to implementation.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		Changes to the DOD information 	N/A		Ron White
					system are tested prior to implementation

DoDI 8500.2: Security Design and Configuration
DCPD-1 Public Domain Software Controls
Control Inherited from: AHAS
Compliant, Mandated
Impact Code: Medium
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
	AHAS System Security Plan
	Hardware and Software Inventory
Control Description
Binary or machine executable public domain software products and other software products with limited or no
warranty such as those commonly known as freeware or shareware are not used in DOD information systems
unless they are necessary for mission accomplishment and there are no alternative IT solutions available. Such
products are assessed for information assurance impacts, and approved for use by the DAA. The assessment
addresses the fact that such software products are difficult or impossible to review, repair, or extend, given that the
Government does not have access to the original source code and there is no owner who could make such repairs
on behalf of the Government.
Statement of Weakness
Binary or machine executable public domain software products and other software products with limited or no
warranty such as those commonly known as freeware or shareware are not properly implemented.
Assessment Procedures:

DCPD-1-1 Public Domain Software Controls
Compliant
AP Description
Ensure that public domain software (e.g., freeware, shareware) is not used in the system unless compelling
reasons are established, the product is assessed by the DAA for information assurance impact, and the product is
approved for use by the DAA.
Preparation Steps
1. Obtain a copy of the software inventory. 
2. Obtain a listing of the public domain software approved by the CCB
for use within the DOD component. 
3. Obtain copies of DAA-approved waivers authorizing the use of public domain
software, if any.
Execution Steps
1. Review the system software inventory to identify any public-domain software as part of the system configuration.
2. If public domain software is contained in the system software configuration, verify that it is either contained in
the CCB-approved list, or has a DAA-approved waiver.
Expected Results
	Public domain software, if utilized, is listed in the CCB-approved software list.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		Perl and Linux are used by Unisys 	N/A		Ron White
					by Unisys to provide the raw data used
					by AHAS.  Perl and Linux are on the 
					Air Force approved products list.

DoDI 8500.2: Security Design and Configuration
DCSL-1 System Library Management Controls
Control Inherited from: AHAS
Compliant, Mandated
Impact Code: Medium
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
AHAS Configuration Management Plan
Control Description
System libraries are managed and maintained to protect privileged programs and to prevent or minimize the
introduction of unauthorized code.
Statement of Weakness
System libraries to protect privileged programs and to prevent or minimize the introduction of unauthorized code
are not managed and maintained.
Assessment Procedures:

DCSL-1-1 Security Design and Configuration
Compliant

AP Description
	System Library Management Controls
Preparation Steps
	1. Obtain CM documentation relating to software configuration management.
Execution Steps
1. Review all documentation to ensure that there are stated requirements that all changes to privileged programs
require CCB approval prior to implementation. 
2. Review all documentation to ensure that there are for procedures
that explicitly disallow introduction of unauthorized code. 
3. Verify that access to the source code libraries is
restricted to a limited number of authorized personnel, either through an approved configuration management
software application or by manual means such as a locked safe, etc.. 
4. Record the results.
Expected Results
1. Source Code Libraries for the system are maintained and managed under Configuration Management Control. 
2. CCB procedures and processes explicitly forbid implementation of changes to system programs without prior
authorization. 
3. Codes that permit changes to system software are CCB approved prior to implementation. 
4. Access to the system containing source code libraries is restricted only to authorized personnel.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	08 Nov 2017 		The PWS requires CCB approval 	N/A		Ron White
					for all changes.  Approval is currently
					obtained from Dan Sullivan as a
					representative of the CCB.

DCSL-1-2 Source Code Libraries Access
Compliant
AP Description
Ensure that all access to source code libraries is controlled to protect privileged programs and to prevent the
introduction of unauthorized code.
Preparation Steps
	1. Obtain CM documentation relating to software configuration management.
Execution Steps
1. Review all documentation to ensure that there are stated requirements that all changes to privileged programs
require CCB approval prior to implementation. 
2. Review all documentation to ensure that there are for procedures that explicitly disallow introduction of unauthorized code. 
3. Verify that access to the source code libraries is restricted to a limited number of authorized personnel, either through an approved configuration management software application or by manual means such as a locked safe, etc.. 
4. Record the results.
Expected Results
1. Source Code LIbraries for the system are maintained and managed under Configuration Management Control.
2. CCB procedures and processes explicitly forbid implementation of changes to system programs without prior authorization.
3. Codes that permit changes to system software are CCB approved prior to implementation.
4. Acces to the systme containing source code libraries is restricted only to authorized personnel.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	08 Nov 2017 		The PWS requires CCB approval 	N/A		Ron White
					for all changes.  Approval is currently
					obtained from Dan Sullivan as a
					representative of the CCB.



DoDI 8500.2: Security Design and Configuration
DCSS-1 System State Changes
Control Inherited from: BAM/AHAS
Compliant, Mandated
Impact Code: High
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
	None
Control Description
	System initialization, shutdown, and aborts are configured to ensure that the system remains in a secure state.
Statement of Weakness
	System initialization, shutdown, and aborts are not configured to ensure that the system remains in a secure state.
Assessment Procedures:

DCSS-1-1 System State Changes – Shutdown and Initialization
Compliant
AP Description
Ensure that the system initialization, shutdown, and aborts are configured to ensure that the system remains in a
secure state.
Preparation Steps
1. Obtain a list of current DOD information system hardware and software within the accreditation boundary. 
2. Identify the operating systems to be tested. 3. Obtain the NSA and/or DISA STIGs and SRGs related to the system
operating systems, which specify directions to ensure that system initialization, shutdown and aborts are securely
configured. 
4. Schedule an inspection of system operating systems with IAM/IAO and system administrator.
Execution Steps
1. Inspect the configuration of the system operating systems in the areas of system privileges and permissions
related to system initialization, shutdown and aborts in accordance with NSA and DISA STIGs and SRGs. 
2. Identify the number of people with specific system privileges. 
3. Record the results.
Expected Results
	System initialization, shutdown, and aborts are configured to ensure that the system remains in a secure state.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	06 Nov 2017 		AHAS computers are tested whenever	N/A		Ron White
					they are rebooted.


DCSS-1-2 System State Changes – Integrity Testing (applies to control DCSS-2 only)
Compliant
AP Description
	Ensure that tests are provided and periodically run to ensure the integrity of the system state.
Preparation Steps
1. Obtain a list of current DOD information systems within the accreditation boundary. 
2. Obtain test design and implementation documentation for systems/components within the accreditation boundary. 
3. Obtain all test schedules and the most current test results for tests run to ensure the integrity of the system state
Execution Steps
1. Review the test documentation. 
2. Verify that tests have been successfully run against the components regularly to test the integrity of the system state.
Expected Results
	Tests are provided and periodically run to ensure the integrity of the system state

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	06 Nov 2017 		AHAS computers are tested whenever	N/A		Ron White
					they are rebooted.

DoDI 8500.2: Security Design and Configuration
DCSQ-1 Software Quality
Control Inherited from: AHAS
Compliant, Mandated
Impact Code: Medium
Scheduled Completion Date: 14 Jan 2016 
Revalidation Date: 06 Nov 2016
Artifact Name: 
	AHAS Monthly Report
AHAS System Security Plan
Hardware and Software Inventory
Software Engineering Process Architecture
Control Description
Software quality requirements and validation methods that are focused on the minimization of flawed or malformed
software that can negatively impact integrity or availability (e.g., buffer overruns) are specified for all software
development initiatives.
Statement of Weakness
Software quality requirements and validation methods that focus on the minimization of flawed or malformed
software that can negatively impact integrity or availability (e.g., buffer overruns) are not specified for all software
development initiatives.
Assessment Procedures:

DCSQ-1-1 Software Quality - SDLC
Compliant
AP Description
Ensure that all required software development life cycle documentation is current and approved, and it reflects the
use of code reviews and/or accepted software quality control practices that verify the security of software source
code.
Preparation Steps
1. Obtain a list of software development life cycle documentation and DOD guidelines for documentation standards
or content requirements. 
2. Determine the approval authority and approval requirements for the system
documentation. 
3. Obtain copies of the software development life cycle documentation.
Execution Steps
1. Review the life cycle documentation, comparing it against the DOD guidelines, and note missing documentation
or discrepancies in the provided documentation, with emphasis on software quality assurance activity. 
2. Review lifecycle documentation to verify that regular code reviews and/or accepted software quality control practices have been maintained during the system software lifecycle. 
3. Review the approval signatures and dates, noting discrepancies. 
4. Record the results.
Expected Results
All required system software life cycle documentation exists, is current, and approved, and it reflects the
implementation of regular code reviews and accepted software quality assurance practices during the system
software lifecycle.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		Software quality requirements and	N/A		Ron White
					validation methods are detailed in
					the attached documents.

DCSQ-1-2 Software Quality Development Initiative
Compliant
AP Description
Ensure that the software development initiative complies with all requirements listed in the latest versions of the
following DISA documents: Recommended Standard Application Security Requirements, and companion
documents Application Security Developer's Guide and Host Security Guide./For Official Use Only
Preparation Steps
1. Obtain the latest copy of Recommended Standard Application Security Requirements. 
2. Identify and obtain the latest copies of the application test plans that address the security requirements specified in the referenced requirements document. Note that the application security tests may be incorporated into the TEMP, System Test Plan, and/or Operational Test Plan, so the appropriate plans need to be identified by the IAM.
Execution Steps
1. Review the identified application test plans ensuring that: (a) they are approved by the CA or DAA
(b) they incorporate the testing specified in Recommended Standard Application Security Requirements. 
2. Record the results.
Expected Results
The software security requirements specified in Recommended Standard Application Security Requirements have
been incorporated into the appropriate, approved test plan(s).

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		Software quality requirements and	N/A		Ron White
					validation methods are detailed in
					the attached documents.

DCSQ-1-3 Software Quality – Web Applications
Compliant
AP Description
Ensure that web applications comply with all requirements of the DOD Web group.
Preparation Steps
1. Determine if the application being reviewed is a web application. If the application is not a web application, this
test does not apply. Otherwise, obtain a copy of the latest version of the DISA Applications Security checklist. If
the organization maintains this locally, access it from the appropriate local repository. Otherwise, log onto a
terminal with NIPRNet or Internet access and go to http://iase.disa.mil/stigs/index.html to access the 'Security
Technical Implementation Guides (STIGs) and Supporting Documents' page, then click on the "Security Checklists" hot link on left hand side of the page (or, go to http://iase.disa.mil, the DISA Information Assurance Support Environment Homepage, then click on the 'Security Technical Implementation Guides (STIGs)' hot link on the left hand side of the page, look for the 'Security Checklists' hot link and click). Access and download the most current version the Applications Security checklist and search for those sections applicable to web applications. 
2. Identify and obtain copies of the test plans that contain the tests required by the DISA Applications Security checklist. Note that the checklist may be incorporated into the TEMP, System Test Plan, and/or Operational Test Plan, so the
appropriate plans need to be identified by the IAM.
Execution Steps
1. Review the identified web application test plans to ensure that: a. they are approved, and b. they incorporate
	the DISA Applications Security checklist. 
2. Record the results.
Expected Results
For all web applications, the DISA Application Security checklist has been incorporated into the appropriate,
approved test plan(s).

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		Software quality requirements and	N/A		Ron White
					validation methods are detailed in
					the attached documents.



DoDI 8500.2: Enclave Boundary Defense
EBBD-1 Boundary Defense
Control Inherited from: AHAS
Compliant, Mandated
Impact Code: Low
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
	AHAS Monthly Report
	AHAS System Security Plan
Control Description
Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are deployed at
the enclave boundary to the wide area network, and Internet access is permitted from a demilitarized zone (DMZ)
that meets the DOD requirement that such contacts are isolated from other DOD systems by physical or technical
means. All Internet access points are under the management and control of the enclave. Internet access is
permitted from a demilitarized zone (DMZ) that meets the DOD requirement that such contacts are isolated from
other DOD systems by physical or technical means. All Internet access points are under the management and
control of the enclave.
Statement of Weakness
	Boundary defense mechanisms are not properly deployed.
Assessment Procedures:

EBBD-1-1 Boundary Defense
Compliant
AP Description
Ensure that boundary defense mechanisms, to include firewalls and network IDSs, are deployed at the enclave
boundary to the WAN. Internet access is permitted only from a DMZ. All Internet access points are under the
management and control of the enclave.
Preparation Steps
1. Obtain a copy of the hardware and software baseline inventories. 
2. Obtain documentation, schematics or diagrams depicting the enclave IT configuration/architecture of the WAN. 
3. Obtain DOD policies that specific assignment of ports, protocols, and services. 
4. Obtain a listing of port assignments and their use. 
5. Schedule an inspection of configuration of the boundary defense mechanisms with IAM and administrator.
Execution Steps Use Only
1. Review the WAN architecture documentation and diagrams to identify the boundary defense mechanisms (e.g.,
firewalls and IDSs). 
2. Confirm these hardware and software components are on the baseline inventories. Note
discrepancies. 
3. Inspect the boundary defense mechanisms installed to verify that they are operational. 
4. Verify that a DMZ exists to control Internet access, which is isolated physically from other DOD systems. 
5. Inspect the web server to verify that only enclave administrators have access privileges to the server in the DMZ. 
6. Record the results.
Expected Results
Firewalls and network IDSs are deployed at the enclave boundary to the WAN and configured properly. Internet
access is permitted only from a DMZ. All Internet access points are under the management and control of the
enclave.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		Web access is protected by a firewall.	N/A		Ron White
					The IDS logs are checked
					monthly and documented in the
					monthly report.

DoDI 8500.2: Enclave Boundary Defense
EBPW-1 Public WAN Connection
Control Inherited from: BAM/AHAS
Compliant, Mandated
Impact Code: High
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
	None
Control Description
Connections between DOD enclaves and the Internet or other public or commercial wide area networks require a
demilitarized zone (DMZ).
Statement of Weakness
Connections between DOD enclaves and the Internet or other public or commercial wide area networks do not
employ a demilitarized zone (DMZ).
Assessment Procedures:

EBPW-1-1 Connection to the Public WAN
Compliant
AP Description
The DOD enclave is connected to the Internet or other public or commercial wide area networks only through a
DMZ.
Preparation Steps
1. Obtain a copy of the documentation, schematics or diagrams depicting the enclave IT configuration/architecture
of the enclave. 
2. Obtain the documentation that describes web services required for the DOD systems. 
3. Schedule an inspection of Web services with IAM and administrator.
Execution Steps
1. Review the architecture documentation and diagrams to identify the DMZ through which the enclaves connect to
the Internet or other public or commercial WAN. 
2. Identify web services (e.g., web servers, email servers, etc.) provided through the DMZ.
Expected Results
The DOD enclave and the Internet or other public or commercial wide area networks are connected through a
DMZ.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	06 Nov 2017 		AHAS does not connect to a public	N/A		Ron White
					WAN.



DoDI 8500.2: Enclave Computing Environment
ECAR-1 Audit Record Content – Public Systems
Control Inherited from: AHAS
Compliant, Mandated
Impact Code: Low
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
	AHAS Monthly Report
	AHAS System Security Plan
Control Description
Audit records include: - User ID. - Successful and unsuccessful attempts to access security files. - Date and time of
the event. - Type of event.
Statement of Weakness
	Audit records do not include some or all of the mandatory data.
Assessment Procedures:

ECAR-1-1 Audit Record Content – Public Systems
Compliant
AP Description
Ensure that audit records include: - User ID - Successful and unsuccessful attempts to access security files
- Date and Time of the Event - Type of event - Success or failure of event.
Preparation Steps Only
1. Obtain a listing of all audit logs that are either submitted to or reviewed by the DOD CERT, the systems that
produce the logs, and their administrators. 
2. Determine the sample set of systems to be tested. The sample set can be a random selection of a minimum of 5-10, or other appropriate representative sample of systems with the administrators varied to the extent possible (for components or large organizations, a figure of between 5 and 10 percent of the existing systems is recommended). 
3. Obtain audit log printouts or reports from the selected systems.
Execution Steps
1. Review the audit logs, comparing the record content to those specified in the control objective. 2. Record the
results.
Expected Results
	All sampled audit logs reflect all required information.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		AHAS does not connect to a public	N/A		Ron White
					WAN.


DoDI 8500.2: Enclave Computing Environment
ECVP-1 Virus Protection
Control Inherited from: BAM/AHAS
Compliant, Mandated
Impact Code: High
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
	AHAS System Security Plan
Control Description
	All Servers, workstations and mobile computing devices (i.e. laptop, PDAs) implement virus protection that includes
	a capability for automatic updates.
Statement of Weakness
	Virus protection procedures are not properly implemented.
Assessment Procedures:
ECVP-1-1 Virus Protection
Compliant
AP Description
	Verify all system components have implemented virus protection that includes a capability for automatic updates.
Preparation Steps Use Only
1. Obtain DOD and local policies and procedures regarding virus protection policy. 
2. Identify the virus protection software that is acceptable in accordance with the policies. 
3. Obtain a copy of the current hardware baseline inventory. 
4. Obtain a listing of all system components that require for virus protection (e.g., servers, workstations,
mobile computing devices). 
5. Obtain virus protection waivers or documented proof of a CCB request and/or an acquisition in progress that apply to the system components. 
6. Determine whether there are operating system differences (e.g., UNIX versus Windows) and document test details for checking the configuration of the virus protection software installed. 
7. Schedule an inspection of the system components with the IAM/IAO and administrator.
Execution Steps
1. Review the policy and procedures or interview the IAM to determine the acceptable update frequency for the
virus signatures (e.g., daily, weekly) for the system, depending on its MAC level. 
2. Compare the list of system components against the current hardware inventory, noting discrepancies. 
3. On the listing of system components, identify the ones that have a waiver or documentation that a CCB request has been submitted and/or an acquisition is in progress. 
4. Inspect the remaining system components, verifying that authorized virus protection software is
installed and that it is configured for automatic update in accordance with security policy. 
5. Verify that that the virus signatures are current as of the test date. 
6. Record the results.
Expected Results
All system components have evidence that virus protection is being acquired, or virus protection software installed
and configured to utilize automatic updates as required by security policy. All virus protection software installed
have signatures that are current as of the test date.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	13 Nov 2017 		All computers have security software	N/A		Ron White
					installed and configured with automatic
					updates.


DoDI 8500.2: Physical and Environmental Security
PEEL-1 Emergency Lighting
Control Inherited from: BAM/AHAS
Compliant, Mandated
Impact Code: Low
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
	AHAS Monthly Report
	Emergency Lighting Diagram
Control Description
	An automatic emergency lighting system is installed that covers emergency exits and evacuation routes.
Statement of Weakness
	An automatic emergency lighting system that covers emergency exits and evacuation routes is not installed.
Assessment Procedures:

PEEL-1-1 Emergency Lighting – Emergency Exit Routes
Compliant
AP Description
Ensure that an automatic emergency lighting system is installed that covers emergency exits and evacuation
routes.
Preparation Steps
1. Obtain a physical floor diagram of the computing facility, which presents the location of the automatic emergency
lighting system and the areas that support mission or business essential functions. 
2. If any, obtain CCB-approved waivers or exceptions to policy pertaining to the installation of emergency lighting system that covers emergency exits and evacuation routes. 
3. Obtain a copy of test logs. 
4. Obtain a copy of maintenance logs. 
5. Schedule a time to inspect with site physical security officer.
Execution Steps
1. Review CCB-approved waivers or exceptions to policy pertaining to the installation of emergency lighting
systems in the facility. 
2. Inspect the facility and confirm that an automatic emergency lighting system is installed and conduct a test to verify it is operational. 
3. Verify that regular maintenance and test are performed for the automatic emergency lighting system. Note discrepancies. 
4. Verify that maintenance and test results are recorded in the logs in detail and that they are maintained for a specified period of time. 
5. Observe the areas covered by the lighting system and confirm that sufficient lighting covers emergency exits and evacuation routes. 
6. Note exceptions and record the results.
Expected Results
	An automatic emergency lighting system is installed that covers emergency exits and evacuation routes.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	06 Nov 2017 		Please see the attached floor plan	N/A		Ron White
					with emergency lights and exits
					marked. Also, see the monthly
					report for emergency lighting testing
					and maintenance.

DoDI 8500.2: Physical and Environmental Security
PEFD-1 Fire Detection
Control Inherited from: BAM/AHAS
Compliant, Mandated
Impact Code: High
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
Fire Inspection
AHAS Monthly Report
Control Description
	Battery-operated or electric stand-alone smoke detectors are installed in the facility.
Statement of Weakness
	Battery-operated or electric stand-alone smoke detectors are not installed in the facility.
Assessment Procedures:

PEFD-1-1 Smoke Detectors Installed
Compliant
AP Description
	Ensure that battery-operated or electric stand-alone smoke detectors are installed in the facility.
Preparation Steps
1. Obtain a list of computing facilities. 
2. Randomly select 2 -3, or other appropriate representative samples, of computing facilities. 
3. Obtain CCB-approved waivers or exceptions to policy pertaining to the installation of battery operated
or electric stand-alone smoke detectors in key computing facilities. 
4. Schedule an inspection visit.
Execution Steps Use Only
1. Review CCB-approved waivers or exceptions to policy pertaining to the installation of battery-operated or electric
stand-alone smoke detectors in key computing facilities. 
2. Inspect the selected facilities and confirm that battery operated or electric stand-alone smoke detectors are installed and conduct a test to verify they are operational. 
3. Inspect the selected facilities and confirm that electric stand-alone smoke detectors have adequate emergency
power in the case of the facility losing power. 
4. Note exceptions and record the results.
Expected Results
1. Operational battery-operated or electric stand-alone smoke detectors are installed in the facility. 
2. Smoke detectors are in working condition and have been checked at regular intervals prescribed by local policy. 
3. Electric stand-alone smoke detectors have adequate emergency power in the case of the facility losing power.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	06 Nov 2017 		There are 4 smoke detectors in the	N/A		Ron White
					building and one specifically for the
					AHAS room. Smoke detectors are
					checked monthly.

DoDI 8500.2: Physical and Environmental Security
PEFI-1 Fire Inspection
Control Inherited from: BAM/AHAS
Compliant, Mandated
Impact Code: Medium
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
	Fire Inspection
	AHAS Monthly Report
Control Description
	Computing facilities undergo a periodic fire marshal inspection. Deficiencies are promptly resolved
Statement of Weakness
	Computing facilities do not undergo a periodic fire marshal inspection and/or deficiencies are not promptly resolved.
Assessment Procedures:

PEFI-1-1 Facilities Inspection by Fire Marshall
Compliant
AP Description
	Ensure that the computing facilities undergo a periodic fire marshal inspection and that deficiencies are promptly
	resolved.
Preparation Steps
	1. Obtain documentation relating to the 
	2 most recent fire marshal inspections and actions taken to resolve identified deficiencies.
Execution Steps
	1. Review the documentation and note identified deficiencies. 
	2. Verify that deficiencies were promptly resolved.
Expected Results
	1. The facility has had periodic fire marshal inspections. 
	2. Identified deficiencies are promptly resolved.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	09 Nov 2017 		Fire Marshall inspections are conducted	N/A		Ron White
					every 3 years.



DoDI 8500.2: Physical and Environmental Security
PEFS-1 Fire Suppression
Control Inherited from: BAM/AHAS
Compliant, Mandated
Impact Code: Medium
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
Fire Inspection
	AHAS Monthly Report 
Control Description
	Handheld fire extinguishers or fixed fire hoses are available should an alarm be sounded or a fire be detected.
Statement of Weakness
	Handheld fire extinguishers or fixed fire hoses are not available should an alarm be sounded or a fire be detected.
Assessment Procedures:

PEFS-1-1 Handheld Fire Extinguishers Available
Compliant
AP Description
Ensure that handheld fire extinguishers or fixed fire hoses are available should an alarm be sounded or a fire be
detected.
Preparation Steps
1. Obtain a list of computing facilities. 
2. Randomly select 2 -3, or other appropriate representative sample of computing facilities. 
3. Obtain CCB-approved waivers or exceptions to policy pertaining to handheld fire extinguishers or fixed fire hoses in computing facilities. 
4. Schedule an inspection visit.
Execution Steps
1. Review CCB-approved waivers or exceptions to policy pertaining to handheld fire extinguishers or fixed fire
hoses in computing facilities. 
2. Inspect the selected facilities and confirm that handheld fire extinguishers or fixed fire hoses are installed and functioning. 
3. Note exceptions and record your results.
Expected Results
1. Handheld fire extinguishers or fixed fire hoses are available in key computing facilities should an alarm sound or
a fire be detected and are fully functional. 
2. A record exists documenting that the fire extinguishing equipment has been inspected on a regular basis in accordance with local policy.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	09 Nov 2017 		Handheld fire extinguishers in the	N/A		Ron White
					AHAS room are inspected monthly.


DoDI 8500.2: Physical and Environmental Security
PEMS-1 Master Power Switch
Control Inherited from: AHAS
Non-Compliant, Mandated
Impact Code: High
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
	AHAS Monthly Report
Control Description
A master power switch or emergency cut-off switch to IT equipment is present. It is located near the main entrance
of the IT area and it is labeled and protected by a cover to prevent accidental shut-off.
Statement of Weakness
A master power switch or emergency cut-off switch to IT equipment is either not present, not properly covered, or
located in an improper area.
Assessment Procedures:

PEMS-1-1 Master Power Switch
Non-Compliant
AP Description
Verify that a master power switch or emergency cut-off switches to IT equipment is present. It is located near the
main entrance of the IT area and it is labeled and protected by a cover to prevent accidental shut-off.
Preparation Steps
	1. Obtain a list of computing facilities housing key IT assets. Schedule an inspection of all facilities.
Execution Steps Only
1. Inspect all computing facilities housing key IT assets and verify that each has a master power switch or
emergency cut-off switch to IT equipment located near the main entrance of the IT area. 
2. Verify that the master power switch is labeled and that it is protected by a cover to prevent accidental shut-off. 
3. Note exceptions and record the results.
Expected Results
A master power switch is located near the main entrance of the selected computing facilities that is clearly labeled
and protected by a cover to prevent accidental shut-off.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	06 Nov 2017 		There is a master power switch for	N/A		Ron White
					the IT equipment that runs AHAS. It
					is labeled and covered but located
					about 50 feet from the entrance.

DoDI 8500.2: Physical and Environmental Security
PEVR-1 Voltage Regulators
Control Inherited from: AHAS
Non-Compliant, Mandated
Impact Code: High
Scheduled Completion Date: 14 Jan 2016
Revalidation Date: 13 Jan 2017
Artifact Name: 
	None
Control Description
	Automatic voltage control is implemented for key IT assets.
Statement of Weakness
	Automatic voltage control for key IT assets has not been implemented.
Assessment Procedures:

PEVR-1-1 Automatic Voltage Control
Non-Compliant
AP Description
	Ensure that automatic voltage control is implemented for facilities supporting key IT assets.
Preparation Steps
1. Obtain a list of computing facilities housing key IT assets. 
2. Select a minimum of 1-2, or other appropriate representative sample of selected computing facilities. 
3. Schedule an inspection.
Execution Steps
1. Inspect the selected computing facilities, confirm that voltage regulators/power conditioners are installed, either
as part of the electrical service to the facility or as part of the uninterrupted power supply system. 2. Note
exceptions and record the results.
Expected Results
	Automatic voltage control is implemented for the key IT assets within the inspected computing facilities.

Status 		Date Performed 	Test Result 				Artifacts 	Tested By
Compliant 	06 Nov 2017 		All AHAS computers are connected	N/A		Ron White
					to UPS's.



Artifact Listing
Artifact Listing
COP (Last Modified by: White, Ron on 08 Nov 2017)
Description:
	Category
	Type
	Template
	Filename
	Reference Page Number

	Evidence
	Document
	No
	AHAS_COP_RLW_11082017.docx
	 


Associated with Controls:
COAS-1, COBR-1, CODB-1, CODP-1, COEB-1, COED-1, COEF-1, COMS-1, COPS-1, COSP-1, COSW-1, COTR-1,
DCDS-1, DCFA-1, DCHW-1, DCSW-1, ECIM-1, ECND-1, VIIR-1
Associated with VPs: None

Fire Inspection (Last Modified by: White, Ron on 07 Nov 2017)
Description:
	Category
	Type
	Template
	Filename
	Reference Page Number

	Evidence
	Document
	No
	Fire_Inspection_05312017.pdf
	 


Associated with Controls:
PEFD-1, PEFI-1, PEFS-1
Associated with VPs: None

Hardware and Software Inventory (Last Modified by: White, Ron on 09 Nov 2017)
Description:
	Category
	Type
	Template
	Filename
	Reference Page Number

	Evidence
	Document
	No
	AHAS_inventory Nov 2017_rlw.xlsx
	 


Associated with Controls:
COBR-1, COSP-1, COSW-1, DCCS-1, DCHW-1, DCPD-1, DCSQ-1, DCSW-1
Associated with VPs: None




AHAS Monthly Report (Last Modified by: White, Ron on 31 Oct 2017)
Description: DeTect Monthly report
	Category
	Type
	Template
	Filename
	Reference Page Number

	Evidence
	Document
	No
	2017-10-28 USAF AFSC AHAS-BAM-BDR - Monthly Status Report Oct 2017 rlw.docx
	 


Associated with Controls:
CODB-1, COED-1, COPS-1, DCCT-1, DCSQ-1, EBBD-1, ECAR-1, ECAT-1, PEEL-1, PEFD-1, PEFI-1, PEFS-1, PEMS-1, PETN-1
Associated with VPs: None

Emergency Lighting Diagram (Last Modified by: WHITE, RONALD on 10 Apr 2013 )
Description: Floor plan and lighting diagram of Detect Office.
	Category
	Type
	Template
	Filename
	Reference Page Number

	Evidence
	Document
	No
	Lighting Plan-11x17.pdf
	 


Associated with Controls:
PEEL-1
Associated with VPs: None

AHAS System Security Plan (Last Modified by: White, Ronald on 13 Nov 2017)
Description:
	Category
	Type
	Template
	Filename
	Reference Page Number

	Evidence
	Document
	No
	AHAS_SSP_RLW_11132017.docx
	 


Associated with Controls:
COBR-1, DCAR-1, DCAS-1, DCCT-1, DCFA-1, DCII-1, DCPD-1, DCPP-1, DCPR-1, DCSD-1, DCSQ-1, DCSR-1,
DCSW-1, EBBD-1, ECAR-1, ECAT-1, ECCD-1, ECLP-1, ECMT-1, ECPA-1, ECPC-1, ECRG-1, ECRR-1, ECSD-1,
ECTM-1, ECTP-1, ECVP-1, ECWM-1, PESL-1, PRRB-1, PRTN-1, VIIR-1, VIVM-1
Associated with VPs: None

AHAS Configuration Management Plan (Last Modified by: White, Ron on 08 Nov 2017)
Description:
	Category
	Type
	Template
	Filename
	Reference Page Number

	Evidence
	Document
	No
	AHAS_CMP_RLW_11082017.docx
	 


Associated with Controls:
DCBP-1, DCCB-1, DCCS-1, DCCT-1, DCII-1, DCPR-1, DCSL-1, DCSW-1, ECPC-1, ECSC-1, ECSD-1
Associated with VPs: None

DeTect Unisys Service Agreement (Last Modified by: White, Ron on 09 Nov 2017)
Description: Service agreement detailing warranty of provided hardware and software as well as technical
support. Also, the service agreement specifies interconnectivity between Unisys and DeTect through a
dedicated internet connection and system.
	Category
	Type
	Template
	Filename
	Reference Page Number

	Evidence 
	Document
	No
	2012-07-27 DeTect-Unisys_Agreement2a
Partially Executed.pdf
	 


Associated with Controls:
COSP-1, DCID-1
Associated with VPs: None

Signed DIACAP Scorecard (Authority to Connect (ATC) - Regular) - 11-Mar-2014 14:39:52 (Last Modified by:
WOOTON, KEVIN on 11 Mar 2014 )
Description: Automatically added by eMASS
	Category
	Type
	Template
	Filename
	Reference Page Number

	DAA Signed
Scorecard

	Other
	No
	Authorization to Operate (ATO) - 11-Mar-
2014 09_39Scorecard.pdf

	 


Associated with Controls: None
Associated with VPs: None
