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[bookmark: _Toc358712519]Purpose
The purpose of this System Security Plan (SSP) is to provide an overview of the security requirements of the Avian Hazard Advisory System (AHAS) and document the controls and critical elements in place or planned for meeting those requirements. AHAS is an Information System as defined in Department of Defense Instruction (DoDI) 8500.2 [14] as the “set of information resources organized for the collection, storage, processing, maintenance, use, sharing, dissemination, disposition, display, or transmission of information.” The objective of system security planning is to protect information technology (IT) resources based on the DoD Instruction 8500.2 [14]. The completion of system security plans is a requirement of the OMB Circular A-130 [25], and DoD Instruction 8500.2 [14].
This SSP applies the instructions of DoDD 8500.01E [13] and DoDI 8500.2 [14] to the operational requirements of the AHAS. The SSP documents the results of planning and implementing adequate, cost-effective security protection for a system. The SSP delineates responsibilities and expected behavior of all individuals who access the system. The SSP reflects input from the managers with responsibilities concerning the information system, including project manager, system developers, information security managers, and hosting facility managers. 
The SSP provides sufficient information to enable an understanding of the implementation of each security control in the context of the information system. The security plan also contains as supporting appendices or as references to appropriate source and other key security-related documents such as a risk assessment, interconnection agreement(s) [20], continuity of operations plan [19], system security plan, configuration management plan [18], and incident response plan [6]. Where appropriate, this document identifies how the risk of operating the AHAS will be minimized through the coordinated implementation of the following specialized disciplines: personnel security, physical security, operations security (OPSEC), computer security (COMPUSEC), and information security (INFOSEC).
[bookmark: _Toc212962355][bookmark: _Toc358712520][bookmark: _Toc178753698][bookmark: _Toc179014616][bookmark: _Toc197397189][bookmark: _Toc245875548]IA Controls
An Information Assurance (IA) Control is an IA condition of integrity, availability, or confidentiality achieved through the application of specific safeguards or through the regulation of specific activities that is expressed in a specified format (i.e., a control number, a control name, control text, and a control class). Specific management, personnel, operation, and technical controls are applied to each DoD information system to achieve an appropriate level of integrity, availability, and confidentiality.
[bookmark: _Toc202255040][bookmark: _Toc212962344][bookmark: _Toc358712521]Security Planning Process Inputs/Outputs
The following information is the key inputs/outputs of this SSP:
Configuration Management
Risk Assessment 
Certification and Accreditation (C&A) Process
IA Controls
POA&Ms
Ongoing Monitoring

[bookmark: _Toc358712522]Applicability and Scope
[bookmark: _Toc119141257][bookmark: _Toc159890328][bookmark: _Toc178753699][bookmark: _Toc179014617][bookmark: _Toc197397190][bookmark: _Toc245875549]This SSP is applicable to all AHAS implementation administrators and users throughout the life cycle of AHAS. It applies to both the primary and backup websites, which are equally protected technically and physically in accordance with IA control COBR-1.  It does not, however, apply to the networks or the Automated Information Systems (AISs) that electronically interface with the AHAS environment. This security plan does not replace security requirements of higher organizational level regulations. The SSP is managed by the AHAS Configuration Control Board (CCB) as a part of the AHAS Configuration Management (CM) Plan [18]. 
[bookmark: _Toc358712523]Information Assurance Controls
The SSP has been developed based on specification in the AHAS DOD Information Assurance Certification and Accreditation Process (DIACAP) System Identification Profile (SIP), approved by the AHAS Program Manger (PM), AHAS Information Assurance Manager (IAM), and Air Force Network Integration Center (AFNIC). The SIP is a compiled list of system characteristics or qualities required to register an IS with the governing DoD Component IA program and specified the following in accordance with DoDI 8500.2 [14]:
Mission Assurance-Category III (MAC III)-“Systems handling information that is necessary for the conduct of day-to-day business, but does not materially affect support to deployed or contingency forces in the short-term. The consequences of loss of integrity or availability can be tolerated or overcome without significant impacts on mission effectiveness or operational readiness. The consequences could include the delay or degradation of services or commodities enabling routine activities. Mission Assurance Category III systems require protective measures, techniques, or procedures generally commensurate with commercial best practices” (DoDI 8500.2 [14], Enclosure 2, pp. 22–23).
Confidentiality Level-Public: “Each user has access approval for all information stored or transmitted by the system” (DoDI 8500.2 [14], Enclosure 2, p. 24).
System/Data Criticality-Mission Support: System loss of AHAS has no direct effect on operational readiness nor mission support of wartime or contingency operations. The AHAS handles information that is used for the conduct of day-to-day mission/business processes, but does not materially affect support to deployed or contingency forces in the short-term. Since the AHAS information system is neither mission-critical nor mission-essential, it is labeled mission support (based on DODI 8510.01 [15]).
The AHAS PM has specified that no classified information is processed on the AHAS. 
The AHAS SSP satisfies the IA controls required by DoDI 8500.2 [14], para. E3.2.5 – E3.2.5.6 based on the AHAS MAC and Confidentiality Level and in accordance with current USAF and DOD policies and guidance, including DIACAP DODI 8510.01 [15] and Air Force Certification and Accreditation Program (AFCAP) AFI 33-210 [2].
Applicable IA controls are identified in the DIACAP Implementation Plan (DIP) using the Enterprise Mission Assurance Support Services (eMASS). eMASS also generates the following reports:
DIACAP Scorecard: shows the implementation status of the IA controls (i.e., compliant (C), non compliant (NC), or not applicable (NA)) as well as the C&A status
Plan of Action and Milestones (POA&M): Identifies tasks to be accomplished in order to resolve security weaknesses and specifies resources required to accomplish the tasks enumerated in the plan and milestones for completing the tasks. It is also used to document baseline IA controls that are not applicable and non-compliant IA controls that have been accepted by the DAA.
[bookmark: _Toc358712524]Requirements Identification
Requirement identification within this document is accomplished by an “IA Control Number” shown as “AAAA-N” (where “A” is an alphanumeric symbol and “N” is a number). After each section referenced, the “IA Control Number” representing the accomplished Department of Defense (DoD) requirement is shown. For example, Section 3.6 of this document states the following:
The IAM will conduct an annual IA review, in accordance with AF and Federal Information System Management Act (FISMA) guidance, that comprehensively evaluates existing policies and processes to ensure procedural consistency and to ensure that they fully support the goal of uninterrupted operations (DCAR-1).
DCAR-1 appears at the end of the above section.  DCAR-1 is a requirement listed in the DIP.
[bookmark: _Ref296774882][bookmark: _Toc358712525]Hosting Facility
This certification strategy will be system accreditation for an outsourced IT-based process (service provider shared) (as defined in DODI 8510.01 [15] and AFI 33-210[2]). The outsourced IT-based process performs clearly defined functions for which security considerations and needs are readily identifiable and addressed in both acquisition and operations. 
The AHAS PM specified that the Hosting Facility (HF) for AHAS is DeTect, Inc. in Panama City, FL as specified in the Performance Work Statement (PWS) [5]. The PWS for AHAS has been established that defines and delineates support, services, and responsibilities of the AHAS Contractor. 
[bookmark: _Toc295983410][bookmark: _Toc296500098][bookmark: _Toc358712526][bookmark: _Toc119141259][bookmark: _Toc159890330][bookmark: _Toc178753701][bookmark: _Toc179014619][bookmark: _Toc197397192][bookmark: _Toc245875552]Record of Changes
The AHAS SSP is a living document that will be periodically assessed and reviewed, at a minimum, annually, to reflect system, operational, or organizational changes and will remain under version control. 
[bookmark: _Toc295983411][bookmark: _Toc296500099][bookmark: _Toc358712527]Annual Review
AHAS PM and IAM will coordinate with the AHAS Contractor to conduct a review of security policies and procedures at least annually and updated as necessary as described in Section 8.4 (DCAR-1). 
[bookmark: _Toc358712528]Roles and Responsibilities
[bookmark: _Toc119141260][bookmark: _Toc159890331][bookmark: _Toc178753702][bookmark: _Toc179014620][bookmark: _Toc197397193][bookmark: _Toc245875553]This section describes the roles and responsibilities of key leadership positions and primary stakeholders. 
[bookmark: _Toc358712529]AHAS Program Manager (PM)
The AHAS Program Manager (PM) is the key point of contact (POC) and represents the interests of the AHAS throughout system development life cycle (SDLC) activities specific to the system, including acquisition and enhancements; sustainment; life cycle schedules; funding responsibilities; AHAS operations; AHAS performance; AHAS sustainment; and AHAS maintenance. The AHAS PM resides at HQ AFSEC/SEFW, Kirtland AFB, NM and supervises the Contracting Officer Representatives (CORs) for the AHAS Contractor. The AHAS PM employs technical interchanges, fair and rigorous program management methods, and focused contract review and resource negotiations. The AHAS PM has expert knowledge of the system capabilities and functionality. The responsibilities of the AHAS PM and CORs include:
a) Protect the Government’s interests and ensure accountability of those who are contractually responsible for the operation, maintenance, and sustainment of AHAS to include support of established IA objectives.
b) Establish and maintain a formal system risk management program.
c) Ensure that all systems complete the C&A process prior to implementation in an operational environment and are compliant with DoD and AF IA policies.
d) Ensure that IA and C&A costs are included in their program budget and are recorded in the IT Security POA&M.
e) Provide oversight to ensure that system security requirements are identified, resourced, and implemented to provide an acceptable level of risk.
f) Ensure that operational system configurations implement best security engineering practices, including maintaining configuration per approved and applicable federal DoD and AF standards and Security Technical Implementation Guidelines (STIGs).
g) Chair the AHAS CCB as described in the CCB Charter in the AHAS CM Plan.
h) Lead the team in conducting the annual review (DCAR-1).
The AHAS PM’s function is to ensure that the security requirements are integrated in a way that will result in an acceptable level of risk to the operational infrastructure as documented in the C&A package. The PM manages all aspects of the system throughout its life cycle, including tracking all installed instances of the system, collaborating with sites providing inherited IACs, collaborating with stakeholders throughout the C&A process, and maintaining the required level of security for the system. 
[bookmark: _Toc358712530]System Owner (SO)
A System Owner (SO) is any entity who has the responsibility to develop and field an Information System (IS) or attain an accreditation for an IS. For the purposes of the AHAS C&A, the AHAS PM provides the same role, responsibilities and requirements as an SO.
[bookmark: _Toc358712531]Designated Approving Authority (DAA)
The Designated Approving Authority (DAA) is a senior operational executive with the authority and ability to evaluate the mission and business case for the AHAS in view of the security risks. Typically, the DAA is appointed from AFSPC.  The DAA has the authority to oversee AHAS information operations under his/her purview. The DAA determines the acceptable level of residual risk and approves the system for operation. In accordance with DoDI 8500.2 [14], the AHAS DAA shall:
Ensure that IA is incorporated as an element of the AHAS life cycle management processes.
Ensure that all IA-related positions are assigned in writing, include a statement of IA responsibilities, and that appointees to positions receive appropriate IA training.
Ensure that the AHAS IAM, in addition to meeting all access requirements specified in paragraph 4.8, DoDD 8500.01E [13], is a U.S. citizen.
Grant AHAS formal accreditation to operate according to the AF certification and accreditation process.
Ensure that IA-related events or configuration changes that may impact accreditation are reported to affected parties, such as information owners and Component DAAs of interconnected DoD Information Systems.
[bookmark: _Toc358712532][bookmark: _Toc178753703][bookmark: _Toc179014621][bookmark: _Toc197397194][bookmark: _Toc245875554]A Certifying Authority (CA)
The Certifying Authority (CA) provides the technical expertise to conduct the certification through the AHAS’s life cycle based on the security requirements documented in the DIACAP package. The CA determines the level of residual risk and makes an accreditation recommendation to the DAA. The CA is AFNIC/EV. 
[bookmark: _Toc432233929][bookmark: _Toc119141262][bookmark: _Toc159890333][bookmark: _Toc178753704][bookmark: _Toc179014622][bookmark: _Toc197397195][bookmark: _Toc245875555][bookmark: _Toc358712533]User Representative
The operational interests of the AHAS users are vested in the AHAS User Representative (AUR). In the C&A process, the AUR is a functional user who is concerned with AHAS availability, access, integrity, functionality, and performance as they relate to the AHAS mission, and represents the entire user community. The AUR resides at HQ AFSEC/SEFF and is a member of the AHAS CCB as described in the CCB Charter in the AHAS CM Plan.
[bookmark: _Toc119141263][bookmark: _Toc159890334][bookmark: _Toc178753705][bookmark: _Toc179014623][bookmark: _Toc197397196][bookmark: _Toc245875556][bookmark: _Ref274052175][bookmark: _Ref274052221][bookmark: _Ref297266127][bookmark: _Toc358712534]Information Assurance Manager (IAM)
The HQ AFSEC AHAS PM has determined that a single IAM shall be assigned for the AHAS program. The IAM resides at HQ AFSEC/SEAT, Kirtland AF, NM. The IAM will conduct an annual IA review, in accordance with AF and Federal Information System Management Act (FISMA) guidance [17], that comprehensively evaluates existing policies and processes to ensure procedural consistency and to ensure that they fully support the goal of uninterrupted operations (DCAR-1). The AHAS IAM is a member of the CCB as specified in the CCB Charter in the AHAS CM Plan [18] (DCCB-1).
In addition to satisfying all responsibilities of an authorized user, as stated in DoDI 8500.2 [14], the AHAS IAM shall:
a) Develop and maintain an organization or DoD information AHAS-level IA program that identifies IA architecture, IA requirements, IA objectives and policies; IA personnel; and IA processes and procedures.
b) Ensure that information ownership responsibilities are established for AHAS, to include accountability, access approvals, and special handling requirements.
c) Ensure the development and maintenance of AHAS IA certification documentation according to DODI 8510.01 [15], by reviewing and endorsing such documentation, and recommending action to the DAA.
d) Maintain a repository for all AHAS IA certification and accreditation documentation and modifications in accordance with DoDI 8500.2 [14].
e) Ensure that AHAS compliance monitoring occurs, and that the results of such monitoring are reviewed.
f) Ensure that AHAS IA inspections, tests, and reviews are coordinated.
g) Ensure that all AHAS IA management review items are tracked and reported.
h) Ensure that AHAS incidents are properly reported to the DAA and the DoD reporting chain, as required, and that responses to IA-related alerts are coordinated.
i) Act as the primary IA technical advisor to the AHAS DAA and formally notify the DAA of any changes impacting the AHAS IA posture.

The AHAS IAM is responsible for the timely delivery of accurate Application data in support of mission requirements at the behest of the AHAS PM. The IAM verifies backup and recovery plans for AHAS servers and data. The IAM is the front line manager for IT resources within the AHAS program. The IAM is responsible for monitoring operational security of AHAS IT assets. 
[bookmark: _Toc358712535]AHAS Contractor Program Manager (ACPM)
The AHAS Contractor Program Manager (ACPM) is responsible for the following:
a) Provides oversight of the software development team in designing, developing, implementing, testing, verifying, deploying, sustaining, and evolving the system architecture and infrastructure, including C&A compliance and maintenance of the AHAS SSP and artifacts.
b) Participates in the team conducting the annual review (DCAR-1).
c) Provide CCB with information about AHAS infrastructure modifications that impact the IA components of the application and change requests.
d) Provide CCB with access to the AHAS.
e) Provide CCB with summaries of Modification Requests (MRs) and Deficiency Reports (DRs), current status, priorities, and assessment of IA and accreditation impact.
f) Verify that all requests are compliant with IA guidelines and confirms that system security design incorporates best security practices.
g) Provide the CCB with recommended System Improvement Plans.
h) Ensures that the configuration management process follows the AHAS Configuration Management Plan [18].
[bookmark: _Toc138753395][bookmark: _Toc139855021][bookmark: _Toc160001808][bookmark: _Toc358712536][bookmark: _Toc100134916][bookmark: _Toc122161930][bookmark: _Toc124944198][bookmark: _Toc125805955][bookmark: _Toc245875558][bookmark: _Toc432233924][bookmark: OLE_LINK1]System Personnel Contacts
The key points of contact (POCs) for the AFSEC and AHAS Contractor are contained in Table 1. 
	[bookmark: _Ref296773853][bookmark: _Ref296773844][bookmark: _Toc355269280]Table 1. Points of Contact Details

	Name
	Role
	Office
	E-Mail
	Phone

	Daniel Sullivan
	AHAS Program Manger (PM and System Owner)
	HQ AFSEC/SEFW
	daniel.sullivan.26@us.af.mil
	505-846-5674
DSN 246-5674

	Michelle Mitchell
	HQ AFSEC AHAS Information Assurance Manager (IAM)
	HQ AFSEC/SEAT
	michelle.mitchell.1@us.af.mil 
	505-853-3637
DSN 263-3637

	Adam Kelly
	AHAS Contractor Program Manager (ACPM)
	DeTect Inc.
	adam.kelly@Detect-inc.com
	850-763-7200



[bookmark: _Toc358712537]Identification and Description
[bookmark: _Toc358712538]Identification
AHAS identification is provided below:
System Name: Avian Hazard Advisory System (AHAS)
System Identification: BI000CAQ
DoD IT Registration Number: 16267
IA Record Type: Outsourced IT-Based Process (service provider shared)
Classification: Unclassified
[bookmark: _Toc358712539]AHAS Mission Statement
The Avian Hazard Advisory System (AHAS) program’s objective is to maintain and develop a predictive online model of avian activity using Geographic Information System (GIS) technology as a key tool for analysis and correlation of bird habitat, migration, and breeding characteristics, combined with key environmental and man-made geospatial data. 

[bookmark: _Toc358712540]AHAS Description
AHAS is a web-based bird risk modeling system for the Continental United States and Alaska.  It displays historical and near real time bird concentrations using historical bird models, weather data, NEXRAD data, and risk management models.  AHAS is available online and is used to fulfill mission planning requirements as outlined in AFI11-202V3 [1].  
[bookmark: _Toc358712541]Requirements
[bookmark: _Toc211329776][bookmark: _Toc358712542][bookmark: _Toc19957325][bookmark: _Toc19957398][bookmark: _Toc37328240][bookmark: _Toc99253906][bookmark: _Toc122161933][bookmark: _Toc124944201][bookmark: _Toc245875562]AHAS Topology
The AHAS topology is illustrated in 
Figure 1 and 2 below.
[bookmark: _Ref296768784][bookmark: _Toc297712050][bookmark: _Toc61924577][image: ]
Figure 1. AHAS Topology

[image: ]
Figure 2. Backup AHAS Topology

[bookmark: _Toc358712543]AHAS Functional Requirements
The functional requirements for AHAS are summarized below.
[bookmark: _Toc358712544]Implementation
AHAS provides a 100% web-based application with no workstation software to install and maintain on user computers.  AHAS requires only a standard, commonly available web browser e.g., Microsoft® Internet Explorer or Mozilla Firefox, on user computers to access all AHAS functionality. All information is transmitted between the browser and the server utilizing Hypertext Mark-Up Language (HTML) with java script and active server pages (ASP).  Java script and ASPs are exclusively for display purposes and mobile code is not downloaded to the user’s machine. 
[bookmark: _Toc358712545]Security
AHAS has been designed to comply with USAF and DoD policies and guidance to obtain C&A, including DIACAP DoDI 8510.01 [15]; AFCAP AFI 33-210 [2], and IA Implementation DODI 8500.2 [14]. AHAS addresses the DIACAP IA Controls based on the specifications in Table E4.T2 (Applicable IA Controls by MAC and Confidentiality Levels) in DODI 8500.2 for a MAC III; Confidentiality Level Public system as specified in Attachments A3 and A5 of DODI 8500.2 [14]. 
Based on the appropriate DISA STIGs, the AHAS environment is designed to support the following basic security attributes:
Confidentiality: AHAS is a public system accessible by the general public and contains no sensitive information. 
Integrity: guards against improper information modification or destruction. 
Availability: ensures timely and reliable access to and use of information. 
Accountability: generates AHAS as a public system accessible by the general public and contains no sensitive information. 
In addition to incorporating security controls that relate to the Confidentiality, Integrity, and Availability (CIA) triad, AHAS also implements the following security features that directly affect CIA and aid the overall site security program: 
Access Control: protect the systems and resources from unauthorized access and determine levels of authorizations.
Auditing: track system activities to warn the System Administrator of suspicious activity, allow the System Administrator to understand the types of access that took place, identify a security breach, and aid in the research of the breach
Backups: provide prevention of data loss and the loss of availability to data and resources through periodic backup of all changeable data and the proper storage of the data to be used to restore data once a compromise has been detected and traced to the time it first occurred. 
Security within AHAS, is provided on multiple levels: the operating system (OS) of the host system and a firewall.  Each of these items builds on the capabilities of the others. The goal is to ensure that data contained within AHAS cannot be intercepted by non-authorized systems or users and that AHAS is as secure as possible without sacrificing the flexibility in configuration that customers demand. Further details are provided below:
Host Operating System: AHAS administrators with a business need are required to use their individual passwords to gain access to AHAS. AHAS is specifically designed and configured to protect the management plane network. Once connected to the network, authorized administrators are able to modify the system. All such accesses are logged and routinely audited. When an AHAS administrator no longer has a need to administer AHAS, their privileges on and access to the network are revoked by the ACPM.
Firewall: DeTect Inc. provides a complete firewall solution; this mandatory inbound firewall is configured in a default deny mode and the administrator must explicitly open any ports to allow inbound traffic. The traffic may be restricted by protocol, by service port, as well as by source IP address (individual IP).
[bookmark: _Toc358712546]Open Source
Most AHAS software and the software tools and applications (e.g., operating system, programming language, statistical tools, database management systems (DBMSs), querying tools, reporting tools, visualization tools, etc.) are not Open Source Software (OSS) (as defined at http://opensource.org/docs/definition.php), available without initial acquisition nor licensing costs, and in compliance with DoD CIO OSS Memorandum [11].  However, two open source programs are used by AHAS: Perl and AboutTime.
[bookmark: _Toc358712547][bookmark: _Toc105824031][bookmark: _Toc177528521][bookmark: _Toc228154510]Open Architecture
An open architecture is provided for AHAS that utilizes industry best practices applicable standards [e.g., Structured Query Language (SQL), HTML, eXtensible Markup Language (XML), etc.] to facilitate integration with Government-off-the-Shelf (GOTS), and Commercial-off-the-Shelf (COTS) components and provide system flexibility, scalability, and adaptability, and eliminating the use of any proprietary formats. 
[bookmark: _Toc358712548]Data Architecture
The AHAS database structure accommodates the evolution of managed information, with no modifications to the source code.  AHAS provides the flexibility to accommodate new information sources and areas of interest without requiring modifications to the current structure. AHAS supports data structures that allow customized information for units, routes, ranges, military operating areas (MOA) and airfields. It supports common file and report formats to store data for user querying, reporting, and analysis of data. AHAS provides database structures that efficiently accommodate the processing, analysis, visualization, and aggregation of very large data sets.
[bookmark: _Toc358712549]Data Quality
AHAS provides tools and methods to ensure the quality of the data, analysis results, reports, and visualizations, including data integrity, validity, and analysis standards; rule sets for data cleansing and parameter validation.
[bookmark: _Toc358712550]Supportability
AHAS includes CM and version control modules to manage and control changes in the software and associated documentation throughout the system lifecycle in compliance with relevant IA controls.  The ACPM provides capability to identify, manage, prioritize, and track deficiency reports (DRs) and modification requests (MRs) via user email contact. The AHAS infrastructure minimizes system administration sources and permits the development team to have direct access to the servers, facilitating rapid and quick deployment of software changes.
[bookmark: _Toc358712551]Usability
AHAS only supports a single type of user. AHAS provides a web interface for each user to gain access to the information and the operations that can be performed on it in compliance with relevant IA controls. AHAS provides a user interface using a Web browser for interacting with the system. AHAS is available to anyone with a web browser. AHAS also provides downloadable training capabilities.
[bookmark: _Toc358712552]Reference Data
AHAS provides bird movement information derived from data obtained from the Bird Avoidance Model (BAM), Soaring Model, Migration Model, National Weather Service, Next Generation Radar (NEXRAD), and Digital Aeronautical Flight Information File (DAFIF) using the Risk Management Model. 
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Additional AHAS capabilities are provided as listed below.
Software that securely pulls weather and NIDS data from UNISYS are developed to run on a dedicated server. In addition, the transformation and software run on this server.  
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The fundamental AHAS capability is to provide a web based interface to display avian strike risk for routes, ranges, MOAs and airfields.
[bookmark: _Toc358712555]Not Applicable IA Controls
Based on the AHAS requirements, the implementation status for the following IA controls is specified in the AHAS DIP as “Not Applicable (N/A)”:
Best Security Practices (DCBP-1)
Dedicated IA Services (DCDS-1)
IA for IT Services (DCIT-1)
Mobile Code (DCMC-1)
Non-Repudiation (DCNR-1)
Connection Rules (EBCR-1)
VPN Controls (EBVC-1)
Instant Messaging (ECIM-1)
Voice-Over-IP (VoIP) Protection (EVCI-1)
Wireless Computing and Network (ECWN-1)
Key Management (IAKM-1)
Token and Certificate Standards (IATS-1)
Maintenance Personnel (PRNP-1)
Access to Need-to-Know Information (PRNK-1)

[bookmark: _Toc358712556]Life Cycle of AHAS
AHAS is currently in the operation/maintenance life cycle phase. During this phase, the system performs its work. The system is being continuously modified by software improvements and numerous other events. For the system in the operation/maintenance phase, the appropriate section(s) of this security plan are updated to reflect security activities, including:
· Security Operations and Administration. Operation of a system involves many security activities. Performing backups, providing training material, managing user administration and access privileges, and updating security software are some examples.
· Operational Assurance. Operational assurance examines whether a system is operated according to its current security requirements. This includes both the actions of people who operate or use the system and the functioning of technical controls.  The AHAS PM, IAM, and ACPM monitor changes as described in this plan and review the security posture, at least annually (DCAR-1). 
· Audits and Monitoring. To maintain operational assurance, The AHAS PM, IAM, and AHAS Contractor use two basic methods: system audits and monitoring. These terms are used loosely within the computer security community and often overlap. A system audit is a one-time or periodic event to evaluate security. Monitoring refers to an ongoing activity that examines either the system or the users. In general, the more "real-time" an activity is, the more it falls into the category of monitoring. 
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The following sections discuss the AHAS technical environment, as illustrated in the AHAS topology (Figures 1 and 2).
[bookmark: _Toc358712558]Hardware Requirements
AHAS requires the hardware capabilities shown in Table 2. 
	[bookmark: _Ref297268041][bookmark: _Ref297268037][bookmark: _Toc355269281]Table 2. AHAS Hardware Capabilities

	Usage
	Description
	Quantity
	Type

	24x7
	Web Server
	One
	Dell PowerEdge R610

	
	Web Server
	One
	Dell PowerEdge R610

	
	Database Server
	One
	Dell PowerEdge R710

	
	Database Server
	One
	Dell PowerEdge R730

	
	Storage Server
	One
	Dell PowerVault NX3200

	
	Domain Controller
	One
	Dell PowerEdge R310

	
	WeatherMax Server
	One
	Dell PowerEdge415

	
	Work Stations
	Four
	Dell Precision 7910

	
	Work Stations
	Six
	Dell Precision R5500

	
	Work Stations 
	One
	Dell Precision R5400



[bookmark: _Toc358712559]Software Architecture
The AHAS Servers are configured with a Microsoft® Windows-based operating systems in accordance with the guidance supplied in the current DISA Windows STIGs. The WXMAX Server is configured with a Redhat operating system in accordance with the guidance supplied in the current DISA Redhat STIG.  The parameters of operating AHAS have been configured for the AHAS environment. Table 3 lists the AHAS software components. AHAS does not contain any prohibited mobile code as defined in DoDI 8552.01 [16]. (DCMC-1).
	[bookmark: _Ref297268331][bookmark: _Toc355269282]Table 3. AHAS Software Components

	Microsoft IIS

	McAfee OAS

	Windows Server 2008 R2 Standard

	Windows 7 Professional

	Windows XP

	Windows Server Standard

	Windows Storage Server 2008 R2 Standard

	Red Hat Linux CentOS



[bookmark: _Toc358712560]Software Baseline Inventory
The baseline inventory of all AHAS software, provided in Table 4, is maintained by the CCB and included as part of the system security documentation (DCSW-1). All software components are located at DeTect, Inc. Panama City, FL. 
	[bookmark: _Ref297277689][bookmark: _Toc355269283]Table 4. Software Baseline Inventory

	Name
	Source
	Description

	AHAS_Suppressor
	custom
	Removes weather and other clutter from NEXRAD data

	AHAS_Extractor
	custom
	Builds regional mosaics and extracts risks for flying areas

	AHAS_dbz_extraction
	custom
	Extracts values from archived NEXRAD data prior to 2014

	AHAS_BirdMap
	 
	Extracts values from archived NEXRAD data for 2014 to present

	AHAS Monitor
	custom
	Monitors AHAS computers for errors and sends email message when one is detected.

	Migration Forecast
	custom
	Calculates the risk for migrating birds.

	Wx Reader
	custom
	writes mos, sao and upa data to the sql server

	ForecastLoader
	custom
	Calculates thermal depth and determines soaring risk based on wx data

	AHAS_ADD
	custom
	used to add new flying areas to AHAS

	AHAS2013_Classify
	custom
	used to classify pixels

	AHAS2013_Extract
	custom
	used to extract values from raw NEXRAD data

	AHAS2013_Display
	custom
	displays sql spatial data

	WXP
	unisys
	Converts Level III radar data into Idrisi raster images.  Also converts raw wx data into text files.

	SQL Server 2008
	Microsoft
	 

	SQL Server 2008 R2
	Microsoft
	 

	ArcGIS Server 
	ESRI
	 

	Idrisi Andes
	Clark Labs
	 

	Perl Version 5.00502
	Open
	scripting/coding language

	Red Hat Linux CENTOS 5.8
	Open
	operating system


[bookmark: _Toc232583687]
[bookmark: _Toc358712561]AHAS Interfaces
[bookmark: _Toc358712562]UNISYS
The data used for avian strike risk analysis comes from UNISYS®.  The data format characteristics are manufacturer proprietary.  
[bookmark: _Toc358712563]DAFIF
The data used to determine flying areas comes from government-supplied reference disks.  The data format is ESRI®  shapefiles.  

[bookmark: _Toc358712564]User Interfaces
The AHAS graphical user interface (GUI) is designed to support a 100% web-based application, meaning that the system's code actually executes on a remote server and that it uses a standard web browser, e.g., Microsoft® Internet Explorer or Mozilla Firefox, to deliver the application to the end user. It uses a standard web browser for access over Hypertext Transfer Protocol (HTTP).  AHAS is designed and developed to be intuitive in nature; use common USAF terminology; and provide a familiar, secure, web-based interface for maximum ease-of-use and minimum need for training. The AHAS GUI allows users to readily access data; view both tabular and graphic visualizations of relevant information; and generate reports, queries, and visualizations. AHAS will comply with Section 508 Accessibility Standards for Software Applications and Operating Systems and Web Based Intranet and Internet Information and Applications. The AHAS team collaborated with the a team lead by the AHAS PM to specify business rules to define data visibility and operations restrictions including specification of user groups, rules, associated privileges, and data access. 
[bookmark: _Toc245875587][bookmark: _Toc358712565]Inherited IA Controls
IA controls inheritance in the context of DIACAP describes the state in which an IA control, along with the control's validation results and compliance status, is passed, or "inherited", from an originating source to the accepting entity for the purposes of C&A. The sharing of an IA control’s compliance status and evidence allows C&A practitioners to model an environment where security mechanisms are shared across multiple entities.
Through inheritance, an existing IA Control and its C&A status, extends from an “originating” source to another “receiving” entity in order to model a real-world scenario of shared security infrastructure or capability. Inheritance eliminates testing redundancy by passing the actual results, associated validation artifacts, and compliance status from the originating source to an inheriting entity. Validation test results and supporting documentation are maintained by the Contractor and are made available to CAs and DAAs of the receiving government entity upon request. Identifying which IA controls are inherited is a cooperative effort between the hosting facility and the government entity. 
Inherited IA controls are identified in the DIACAP DIP and eMASS which indicate which IA controls are inherited and from which information systems they are inherited. Inherited IA controls are also reflected on the AHAS DIACAP Scorecard and are marked as being inherited. The DIACAP Scorecard records the status of compliance with these requirements. Inherited weaknesses are reflected on the AHAS POA&M. 
Prior to decommissioning, any inheritance relationships must be reviewed and assessed for impact and all affected parties shall take appropriate action.
[bookmark: _Toc358712566]Inherited IA Controls
As described in Section 2.3, AHAS is hosted at DeTect, Inc. facilities. As such, certain controls and architecture are inherited by the government and not under the control of the government. The implementation details for the IA controls inherited from DeTect, Inc. are contained in Table 5.
	[bookmark: _Ref296774715][bookmark: _Toc355269284]Table 5. IA Controls Inherited from AHAS

	IA Control
	Control Name
	Description

	COAS-1
	Alternate Site Designation
	An alternate site is identified that permits the partial restoration of mission or business essential functions. 

	COBR-1
	Protection of Backup and Restoration Assets
	Procedures are in place assure the appropriate physical and technical protection of the backup and restoration hardware, firmware, and software, such as router tables, compilers, and other security-related system software.

	CODB-1
	Data Backup Procedures
	Data backup is performed at least weekly. 

	CODP-1
	Disaster and Recovery Planning
	A disaster plan exists that provides for the partial resumption of mission or business essential functions within 5 days of activation.  

	COEB-1
	Enclave Boundary Defense
	Enclave boundary defense at the alternate site provides security measures equivalent to the primary site.

	COED-1
	Scheduled Exercises and Drills
	The continuity of operations or disaster recovery plans is exercised annually.

	COEF-1
	Identification of Essential Functions
	Mission and business essential functions are identified for priority restoration planning. 

	COMS-1
	Maintenance Support
	Maintenance support for key IT assets is available to respond within 24 hours of failure.

	COPS-1
	Power Supply
	Electrical power is restored to key IT assets by manually activated power generators upon loss of electrical power from the primary source.

	COSP-1
	Spares and Parts
	Maintenance spares and spare parts for key IT assets can be obtained within 24 hours of failure.

	COSW-1
	Backup Copies of Critical SW
	Back-up copies of the operating system and other critical software are stored in a fire rated container or otherwise not collocated with the operational software.

	COTR-1
	Trusted Recovery
	Recovery procedures and technical system features exist to ensure that recovery is done in a secure and verifiable manner.  Circumstances that can inhibit a trusted recovery are documented and appropriate mitigating procedures have been put in place. 

	DCAS-1
	Acquisition Standards
	The acquisition of all IA- and IA-enabled GOTS IT products is limited to products that have been evaluated by the NSA or in accordance with NSA-approved processes. The acquisition of all IA- and IA-enabled COTS IT products is limited to products that have been evaluated or validated through one of the following sources - the International Common Criteria (CC) for Information Security Technology Evaluation Mutual Recognition Arrangement, the NIAP Evaluation and Validation Program, or the FIPS validation program. Robustness requirements, the mission, and customer needs will enable an experienced information systems security engineer to recommend a Protection Profile, a particular evaluated product or a security target with the appropriate assurance requirements for a product to be submitted for evaluation (See also DCSR-1).

	DCFA-1
	Functional Architecture for AIS Applications
	For AIS applications, a functional architecture that identifies the following has been developed and is maintained: - all external interfaces, the information being exchanged, and the protection mechanisms associated with each interface - user roles required for access control and the access privileges assigned to each role (See ECAN) - unique security requirements (e.g., encryption of key data elements at rest) - categories of sensitive information processed or stored by the AIS application, and their specific protection plans (e.g., Privacy Act, HIPAA) - restoration priority of subsystems, processes, or information (See COEF).

	DCHW-1
	HW Baseline
	A current and comprehensive baseline inventory of all hardware (HW) (to include manufacturer, type, model, physical location and network topology or architecture) required to support enclave operations is maintained by the Configuration Control Board (CCB) and as part of the SSAA. A backup copy of the inventory is stored in a fire-rated container or otherwise not collocated with the original.

	DCID-1
	Interconnection Documentation
	For AIS applications, a list of all (potential) hosting enclaves is developed and maintained along with evidence of deployment planning and coordination and the exchange of connection rules and requirements. For enclaves, a list of all hosted AIS applications, interconnected outsourced IT-based processes, and interconnected IT platforms is developed and maintained along with evidence of deployment planning and coordination and the exchange of connection rules and requirements. 

	DCPD-1
	Public Domain Software Controls 
	Binary or machine executable public domain software products and other software products with limited or no warranty such as those commonly known as freeware or shareware are not used in DOD information systems unless they are necessary for mission accomplishment and there are no alternative IT solutions available. Such products are assessed for information assurance impacts, and approved for use by the DAA. The assessment addresses the fact that such software products are difficult or impossible to review, repair, or extend, given that the Government does not have access to the original source code and there is no owner who could make such repairs on behalf of the Government.

	DCSD-1
	IA Documentation
	All appointments to required IA roles (e.g., DAA and IAM) are established in writing, to include assigned duties and appointment criteria such as training, security clearance, and IT-designation. A System Security Plan is established that describes the technical, administrative, and procedural IA program and policies that govern the DOD information system, and identifies all IA personnel and specific IA requirements and objectives (e.g., requirements for data handling or dissemination, system redundancy and backup, or emergency response).

	DCSQ-1
	Software Quality
	Software quality requirements and validation methods that are focused on the minimization of flawed or malformed software that can negatively impact integrity or availability (e.g., buffer overruns) are specified for all software development initiatives.

	DCSR-1
	Specified Robustness – Basic
	At a minimum, basic-robustness COTS IA and IA-enabled products are used to protect publicly released information from malicious tampering or destruction and ensure its availability. The basic-robustness requirements for products are defined in the Protection Profile Consistency Guidance for Basic Robustness published under the IATF.

	DCSS-1
	System State Changes
	System initialization, shutdown, and aborts are configured to ensure that the system remains in a secure state.

	EBBD-1
	Boundary Defense
	Boundary defense mechanisms to include firewalls and network intrusion detection systems (IDS) are deployed at the enclave boundary to the wide area network, and Internet access is permitted from a demilitarized zone (DMZ) that meets the DOD requirement that such contacts are isolated from other DOD systems by physical or technical means. All Internet access points are under the management and control of the enclave. Internet access is permitted from a demilitarized zone (DMZ) that meets the DOD requirement that such contacts are isolated from other DOD systems by physical or technical means. All Internet access points are under the management and control of the enclave.

	EBPW-1
	Public WAN Connection
	Connections between DoD enclaves and the Internet or other public or commercial wide area networks require a demilitarized zone (DMZ).

	ECAR-1
	Audit Record Content-Public Systems
	Audit records include: user ID, successful and unsuccessful attempts to access security files, date and time of the event, and type of event.

	ECAT-1
	Audit Trail, Monitoring, Analysis, and Reporting
	Audit trail records from all available sources are regularly reviewed for indications of inappropriate or unusual activity. Suspected violations of IA policies are analyzed and reported in accordance with DOD information system IA procedures.

	ECCD-1
	Changes to Data
	Access control mechanisms exist to ensure that data is accessed and changed only by authorized personnel.

	ECLP-1
	Least Privilege
	Access procedures enforce the principles of separation of duties and "least privilege." Access to privileged accounts is limited to privileged users. Use of privileged accounts is limited to privileged functions; that is, privileged users use non-privileged accounts for all non-privileged functions. This control is in addition to an appropriate security clearance and need-to-know authorization.

	ECMT-1
	Conformance Monitoring and Testing
	Conformance testing that includes periodic, unannounced in-depth monitoring and provides for specific penetration testing to ensure compliance with all vulnerability mitigation procedures such as the DOD IAVA or other DOD IA practices is planned, scheduled, and conducted. Testing is intended to ensure that the system's IA capabilities continue to provide adequate assurance against constantly evolving threats and vulnerabilities.

	ECND-1
	Network Device Controls
	An effective network device (e.g., routers, switches, firewalls) control program is implemented and includes: instructions for restart and recovery procedures; restrictions on source code access, AHAS utility access, and AHAS documentation; protection from deletion of AHAS and application files, and a structured process for implementation of directed solutions (e.g., IAVA).

	ECPA-1
	Privileged Account Control
	All privileged user accounts are established and administered in accordance with a role-based access scheme that organizes all system and network privileges into roles (e.g., key management, network, system administration, database administration, web-administration). The IAM tracks privileged role assignments.

	ECPC-1
	Production Code Change Controls
	Application programmer privileges to change production code and data are limited and are periodically reviewed.

	ECRG-1
	Audit Reduction and Report Generation
	Tools are available for the review of audit records and for report generation from audit records.


	ECRR-1
	Audit Record Retention
	If the DOD information system contains sources and methods intelligence (SAMI), then audit records are retained for 5 years. Otherwise, audit records are retained for at least 1 year.

	ECSD-1
	Software Development Change Controls
	Change controls for software development are in place to prevent unauthorized programs or modifications to programs from being implemented.

	ECTM-1
	Transmission Integrity Controls
	Good engineering practices with regards to the integrity mechanisms of COTS, GOTS and custom developed solutions are implemented for incoming and outgoing files, such as parity checks and cyclic redundancy checks (CRCs).

	ECTP-1
	Audit Trail Protection
	The contents of audit trails are protected against unauthorized access, modification or deletion.

	ECVP-1
	Virus Protection
	All Servers, workstations and mobile computing devices (i.e. laptop, PDAs) implement virus protection that includes a capability for automatic updates.

	PEEL-1 
	Emergency Lighting
	An automatic emergency lighting system is installed that covers emergency exits and evacuation routes.

	PEFD-1 
	Fire Detection
	Battery-operated or electric stand-alone smoke detectors are installed in the facility.

	PEFI-1
	Fire Inspection
	Computing facilities undergo a periodic fire marshal inspection. Deficiencies are promptly resolved.

	PEFS-1
	Fire Suppression
	Handheld fire extinguishers or fixed fire hoses are available should an alarm be sounded or a fire be detected.

	PESL-1
	Screen Lock
	Unless there is an overriding technical or operational problem, workstation screen-lock functionality is associated with each workstation. When activated, the screen-lock function places an unclassified pattern onto the entire screen of the workstation, totally hiding what was previously visible on the screen. Such a capability is enabled either by explicit user action or a specified period of workstation inactivity (e.g., 15 minutes). Once the workstation screen-lock software is activated, access to the workstation requires knowledge of a unique authenticator. A screen lock function is not considered a substitute for logging out (unless a mechanism actually logs out the user when the user idle time is exceeded).

	PETN-1
	Environmental Control Training
	Employees receive initial and periodic training in the operation of environmental controls.

	PRRB-1
	Security Rules of Behavior or Acceptable Use Policy
	A set of rules that describe the IA operations of the DOD information system and clearly delineate IA responsibilities and expected behavior of all personnel is in place. The rules include the consequences of inconsistent behavior or non-compliance. Signed acknowledgement of the rules is a condition of access.

	PRTN-1
	Information Assurance Training
	A program is implemented to ensure that upon arrival and periodically thereafter, all personnel receive training and familiarization to perform their assigned IA responsibilities, to include familiarization with their prescribed roles in all IA-related plans such as incident response, configuration management and COOP or disaster recovery.

	VIIR-1
	Incident Response Planning
	An incident response plan exists that identifies the responsible CND Service Provider in accordance with DOD Instruction O-8530.2 [10] and CJCS Instruction 6510.01D [7], defines reportable incidents, outlines a standard operating procedure for incident response to include INFOCON, provides for user training, and establishes an incident response team. The plan is exercised at least annually.

	VIVM-1
	Vulnerability Management
	A comprehensive vulnerability management process that includes the systematic identification and mitigation of software and hardware vulnerabilities is in place. Wherever system capabilities permit, mitigation is independently validated through inspection and automated vulnerability assessment or state management tools. Vulnerability assessment tools have been acquired, personnel have been appropriately trained, procedures have been developed, and regular internal and external assessments are conducted. For improved interoperability, preference is given to tools that express vulnerabilities in the Common Vulnerabilities and Exposures (CVE) naming convention and use the Open Vulnerability Assessment Language (OVAL) to test for the presence of vulnerabilities.



[bookmark: _Toc358712567][bookmark: _Toc119141266][bookmark: _Toc159890338][bookmark: _Toc178753735][bookmark: _Toc179014661][bookmark: _Toc197397226][bookmark: _Toc245875588][bookmark: _Toc177294850]Shared IA Controls
A shared control is one in which compliance is achieved jointly or by another through an agreement between the Contractor and the government entity. Each entity will provide the other validation of compliance with the shared IA Controls in the manner stated in the agreement between the entities.
As described in Section 2.3, AHAS is hosted at DeTect, Inc. facilities. As such, the responsibility for the IA controls described in this Section are shared between the contractor and government entity. AHAS implementation details for these shared IA controls and associated artifacts are provided in the eMass.
Prior to decommissioning, any inheritance relationships must be reviewed and assessed for impact and all affected parties shall take appropriate action.
[bookmark: _Toc173217714][bookmark: _Toc268869210][bookmark: _Toc358712568]Continuity of Operations
The AHAS Continuity of Operations Plan (COP) [19] describes the functions, operations, and resources necessary to restore and resume AHAS quickly and effectively following a service disruption as it is installed at the HF. This COP has been developed for the AHAS based on categorization by the AHAS Program Manger (PM)/System Owner as a non-mission essential system. The AHAS COP [19] establishes plans, procedures, and technical measures that enable an effective and timely system recovery following a service disruption or disaster. In the event of systems or hardware failure, DeTect, Inc. has designed its systems to tolerate those failures without customer impact. The DeTect, Inc. data centers are designed to anticipate and tolerate failure while maintaining service levels. Further, systems are deployed to N+1 data center redundancy so that a data center has at least two of most components, including power feeds, UPS systems and cooling units. A data center can have a failure in a piece of equipment without downtime. In addition, periodic maintenance of the power and cooling systems can be conducted without any data center downtime. (COAS-1, COBR-1, CODB-1, COEF-1, COSW-1, COTR-1).
As specified in the AHAS COP [19], the data stored at the DeTect, Inc. facility, is redundantly stored in multiple physical locations as part of normal operation of those services and at no additional charge.  DeTect, Inc. provides procedures to assure the appropriate physical and technical protection of the backup and restoration hardware, firmware, and software, such as router tables, compilers, and other security-related system software. AHAS System Administrators also perform weekly backups. (COBR-1, CODB-1, COSW-1).
[bookmark: _Toc358712569][bookmark: _Toc173217715][bookmark: _Toc268869223]Configuration Management
The AHAS Configuration Management Plan [18] establishes the overall plan for implementing configuration management (CM) for the AHAS system and configuration items (CI) during the entire life-cycle of the system (DCCB-1 , DCCS-1 , DCCT-1 , DCII-1 , DCPR-1, DCSL-1 , DCSW-1, ECPC-1 , ECSC-1 , ECSD-1). The AHAS CM Plan specifies:
Formal documentation for CM roles, responsibilities, and procedures for the management of IA information and documentation.
A Configuration Control Board (CCB) implements procedures to ensure security reviews and approval of all proposed AHAS changes and interconnections to other DoD information systems.
A testing process to verify proposed configuration changes prior to implementation in the operational environment.
A verification process to provide additional assurance that the CM process is working effectively and that changes outside the CM process are technically or procedurally not permitted.
[bookmark: _Toc358712570]Acquisition
DeTect, Inc. and the government share responsibility for services and support acquisitions with DeTect, Inc. responsible for infrastructure and application. 
[bookmark: _Toc119141268][bookmark: _Toc159890340][bookmark: _Toc178753737][bookmark: _Toc179014663][bookmark: _Toc197397228]The acquisition of all AHAS IA-enabled COTS IT products are limited to products that have been successfully evaluated or validated through one of the following sources to ensure that they have incorporated robust security features into their design and construction to mitigate the risk of inducing security vulnerabilities: the International Common Criteria (CC) for Information Security Technology Evaluation Mutual Recognition Arrangement, the National Information Assurance Partnership (NIAP) Evaluation and Validation Program, or the Federal Information Processing Standards (FIPS 199-2) validation program. AHAS is designated a MAC III.  Medium-robustness COTS IA and IA-enabled products are used.
The PWS [5] explicitly address government, hosting facility/contractor, and end user IA roles and responsibilities. The PWS delineates the personnel security requirements including security roles and responsibilities for DeTect, Inc., including identifying IA personnel and specific IA requirements and objectives. The PWS also describes the technical, administrative, and procedural IA program and policies as well as the artifacts containing the details.
Mobile Code is defined as “Software programs or parts of programs obtained from remote information systems, transmitted across a network, and executed on a local information system without explicit installation or execution by the recipient (NIST SP 800-53).” AHAS currently does not use nor authorize mobile code as defined above. 
The use of open source software components for AHAS is in accordance with (DoD CIO OSS Memorandum [11]). In conjunction with the AHAS PM, the AHAS Contractor has implemented policies and procedures to ensure compliance with software licensing agreements and any usage restrictions. 
[bookmark: _Toc268869225][bookmark: _Toc358712571]Acquisition Standards (DCAS-1)
	Description:
	The acquisition of all IA- and IA-enabled GOTS IT products is limited to products that have been evaluated by the NSA or in accordance with NSA-approved processes. The acquisition of all IA- and IA-enabled COTS IT products is limited to products that have been evaluated or validated through one of the following sources - the International Common Criteria (CC) for Information Security Technology Evaluation Mutual Recognition Arrangement, the NIAP Evaluation and Validation Program, or the FIPS validation program. Robustness requirements, the mission, and customer needs will enable an experienced information systems security engineer to recommend a Protection Profile, a particular evaluated product or a security target with the appropriate assurance requirements for a product to be submitted for evaluation (See also DCSR-1).

	Supporting Rational:
	HQ AFSEC/SEFW is responsible for infrastructure services, support acquisitions, and application acquisition.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS System Security Plan (Section 8.3) provides evaluation and validation resources for all AHAS IA-enabled COTS IT. Infrastructure services and support acquisitions are successfully evaluated by the appropriate organization (e.g., NSA etc.) to ensure that they have incorporated robust security features into their design and construction to mitigate the risk of inducing security vulnerabilities.   All IA and IA enabled COTS IT products implemented have been evaluated or validated through the FIPS validation program (FIPS 199-2), Common Criteria, or NIAP Evaluation and Validation Programs, including Remanence security tools (DoD 5020.22M). 

	Artifacts:
	AHAS System Security Plan, STIGS checklists



[bookmark: _Toc268869241][bookmark: _Toc358712572]IA Documentation (DCSD-1)
	Description:
	All appointments to required IA roles (e.g., DAA and IAM) are established in writing, to include assigned duties and appointment criteria such as training, security clearance, and IT-designation. A System Security Plan is established that describes the technical, administrative, and procedural IA program and policies that govern the DoD information system, and identifies all IA personnel and specific IA requirements and objectives (e.g., requirements for data handling or dissemination, system redundancy and backup, or emergency response).

	Supporting Rational:
	The ACPM ensures qualified IA personnel for the application and infrastructure.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	All appointments to required IA roles are established in writing, to include assigned duties and appointment criteria such as training, security clearance, and IT-designation. The AHAS System Administrator appointment letter also describes the technical, administrative, and procedural IA program and policies and identifies all IA personnel and specific IA requirements and objectives (e.g., requirements for data handling or dissemination, system redundancy and backup or emergency response). 
The AHAS System Security Plan describes the technical, administrative, and procedural IA program and policies that govern the AHAS application and identifies all IA personnel and their IA roles and responsibilities (Section 3).

	Artifacts:
	AHAS System Security Plan, AHAS System Administrator Appointment Letter [23]



[bookmark: _Toc358712573][bookmark: _Toc268869243]Public Domain Software Controls (DCPD-1)
	Description:
	Binary or machine executable public domain software products and other software products with limited or no warranty such as those commonly known as freeware or shareware are not used in DoD information systems unless they are necessary for mission accomplishment and there are no alternative IT solutions available. Such products are assessed for information assurance impacts, and approved for use by the DAA. The assessment addresses the fact that such software products are difficult or impossible to review, repair, or extend, given that the Government does not have access to the original source code and there is no owner who could make such repairs on behalf of the Government.

	Supporting Rational:
	AHAS is required to use approved software. 

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The ACPM manually maintains software licensing information and ensures compliance with software licensing agreements and any software usage restrictions. Any public domain software is listed in the approved software list. The AHAS Contractor internally develops software, firmware, and hardware to meet operational requirements. 
The AHAS System Security Plan (Section 8.3) indicates that AHAS use of open source software is in accordance with DoD OSS guidance. In addition, policies and procedures have been implemented to ensure compliance with software licensing agreements and usage restrictions.

	Artifacts:
	AHAS System Security Plan, AHAS Inventory 



[bookmark: _Toc358712574]Specified Robustness (DCSR-1)
	Description:
	At a minimum, basic-robustness COTS IA and IA-enabled products are used to protect publically released information from malicious tampering or destruction and ensures its availability.  The basic robustness requirements for products are defined in the Protection Profile Consistency Guidance for Basic Robustness published under the IATF. 

	Supporting Rational:
	The AHAS Contractor is responsible for infrastructure services, support acquisitions, and application. 

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The robustness shall be appropriate with the safety sensitivity of the information accessed. The AHAS Information System shall protect the integrity of transmitted information. AHAS will actively detect unauthorized changes to software and information by employing integrity verification applications (e.g., parity checks, cyclical redundancy checks, and cryptographic hashes). The Information System will look for evidence of information tampering, errors, and omissions.
The AHAS System Security Plan (Section 8.3) indicates that medium-robustness COTS IA and IA-enabled products are used to protect information transmitted over public networks.

	Artifacts:
	AHAS System Security Plan



[bookmark: _Ref297178760][bookmark: _Toc358712575]Information Assurance Review
DeTect, Inc and the government share responsibilities for a comprehensive annual IA review and conformance testing.  DeTect, Inc. is responsible for infrastructure and infrastructure server as well as for application and application server vulnerabilities. Comprehensive reviews and security assessment of existing policies and processes are conducted annually at a minimum, and as otherwise required, to ensure procedural consistency, that they fully support the goal of uninterrupted operations, and compliance with the identified security requirements. The AHAS PM leads the team, including the AHAS Contractor PM and IAM, conducting the annual review. Items included in the review are:
Security policies and procedures and associated artifacts
Change in roles and responsibilities including information system owner; information security representative; and authorizing official
Change in system architecture
Change in system status
Change in system scope
Change in C&A status
Security evaluations to determine compliancy with IA controls and requirements
Vulnerability assessment scans
Assessment of non-compliant IA controls and associated risk
Interconnection agreements with other DoD systems
The PWS [5] and SSP will be reviewed annually at a minimum, and as otherwise required, to ensure that DeTect, Inc. is furnishing all the inherited and shared IT services specified in the PWS (including exercising the system continuity of operations plan (COED-1), completing the annual security review (DCAR-1), and completing security control testing (ECMT-1). Any required changes identified during annual reviews will result in an update of the PWS.
The review also includes conformance testing to ensure that all systems are installed, configured, and maintained following principle of least privilege and based on relevant security guidance documents, including DISA STIGs. All hosts are installed, configured, and maintained following the principle of least privilege and based on relevant security guidance documents, including DISA. The current AF/DoD recommended vulnerability scan selected by the IAM and AHAS Contractor, Retina, is configured to run periodically and harden reports generated, reviewed, and appropriate corrective actions taken.
[bookmark: _Toc358712576][bookmark: _Toc119141276][bookmark: _Toc159890348][bookmark: _Toc178753742][bookmark: _Toc179014668][bookmark: _Toc197397233][bookmark: _Toc245875594]Procedural Review (DCAR-1)
	Description:
	An annual IA review is conducted that comprehensively evaluates existing policies and processes to ensure procedural consistency and to ensure that they fully support the goal of uninterrupted operations.

	Supporting Rational:
	A comprehensive annual IA review is performed on the AHAS infrastructure and application.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	A comprehensive evaluation of IA policies and processes is conducted at least annually ensuring that the policies consistently and adequately support system operations and computing infrastructure.  The AHAS Contractor will log annual procedural review dates in the appropriate monthly report so that the AHAS PM can review the annual review date and satisfy their DoDI 8500.2 [14] DCAR-1 procedural review requirement. AHAS currently is not certified. The annual review will include a trip report completed by the AHAS PM representative.
As specified in the AHAS System Security Plan (Section 8.4), the AHAS PM, ACPM, and IAM will conduct a formal review and assessment of the IA policies and procedures. The review will also include all interconnection agreements with DoD Systems.

	Artifacts:
	AHAS System Security Plan, Monthly Report, Trip Report



[bookmark: _Toc358712577]Conformance Monitoring and Testing (ECMT-1)
	Description:
	Conformance testing that includes periodic, unannounced in-depth monitoring and provides for specific penetration testing to ensure compliance with all vulnerability mitigation procedures such as the DoD IAVA or other DoD IA practices is planned, scheduled, and conducted. Testing is intended to ensure that the system’s IA capabilities continue to provide adequate assurance against constantly evolving threats and vulnerabilities.

	Supporting Rational:
	The AHAS Contractor is responsible for infrastructure server vulnerabilities and for application server vulnerabilities.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	Regular, scheduled self-assessments are performed and penetration tests are included as part of the self-assessment process as described in the AHAS System Security Plan (Section 8.4.2).  The self-assessments are periodic (minimum of monthly), unannounced and provide for specific penetration testing to ensure compliance with all vulnerability mitigation procedures, such as the DoD IAVA and other appropriate DoD IA practices. 
The AHAS System Security Plan (Section 8.4) describes periodic vulnerability testing for AHAS.

	Artifacts:
	AHAS System Security Plan



[bookmark: _Toc358712578]Security Design and Configuration
This document provides the detailed functional architecture of AHAS. Sections 5 and 6 of this document provide a description of AHAS requirements (including security, interoperability, supportability, and usability), the technical environment, and the overall approach for complying the C&A guidelines and appropriate STIGs. 
[bookmark: _Toc358712579][bookmark: _Toc268869231]Compliance Testing (DCCT-1)
	Description:
	A comprehensive set of procedures is implemented that tests all patches, upgrades, and new AIS applications prior to deployment.

	Supporting Rational:
	The procedures for testing of patches, upgrades and new AIS applications prior to deployment are documented.  The procedures are being followed and testing results are documented in CCB documentation.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	No test environment is available for AHAS. All patches and upgrades are documented and monitored to ensure proper operations. New custom software and upgrades are tested before being used.

	Artifacts:
	AHAS System Security Plan, Configuration Management Plan [18]



[bookmark: _Toc358712580]Functional Architecture for AIS Applications (DCFA-1)
	Description:
	For AIS applications, a functional architecture that identifies the following has been developed and is maintained: - all external interfaces, the information being exchanged, and the protection mechanisms associated with each interface - user roles required for access control and the access privileges assigned to each role  - restoration priority of subsystems, processes, or information (See COEF).

	Supporting Rational:
	The AHAS System Security Plan specifies detailed functional architecture for the infrastructure and application. 

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS System Security Plan specifies the detailed functional architecture describing the design and implementation details of the security controls employed within the infrastructure information system with sufficient detail to permit analysis and testing of the controls, including (1) all external interfaces, the information being exchanged, and the protection mechanisms associated with each interface and (2) restoration priority of subsystems, processes, or information. The AHAS System Security Plan also addresses the system architecture and detailed security-related information, including external interfaces, user roles required for access control and the access privileges assigned to each role, unique security requirements, categories of sensitive information processed or stored by the application and their specific protection plans, restoration priority of subsystems, processes, or information. 

	Artifacts:
	AHAS System Security Plan, AHAS Continuity of Operations Plan



[bookmark: _Toc358712581]IA Impact Assessment (DCII-1)
	Description:
	Changes to the DOD information system are assessed for IA and accreditation impact prior to implementation.

	Supporting Rational:
	Changes to the DOD information system are assessed for IA and accreditation impact prior to implementation.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	Changes to the DOD information system are tested and assessed for information assurance prior to implementation.

	Artifacts:
	AHAS System Security Plan



[bookmark: _Toc358712582]AHAS Interconnections
The DeTect-UNISYS service agreement [20] provides information as to how AHAS external connections are created, maintained and protected, as well as responsibilities and processes that pertain to connections between AHAS systems and systems external to AHAS (DCID-1).
[bookmark: _Toc358712583]AHAS Ports, Protocols, and Services 
The AHAS PPS Worksheet [21] lists the ports, protocols, and services (PPS) required for the operations of AHAS. Along with the required PPS, the matrix also identifies the sources of the connection request; destination of the connection request; the DoD boundaries that must be crossed; a description and purpose of the PPS; and comments describing the countermeasures used to protect the data that flows across the established connections. 
[bookmark: _Toc358712584]Ports, Protocols, and Services (DCPP-1)
	Description:
	DoD information systems comply with DoD ports, protocols, and services guidance. AIS applications, outsourced IT-based processes and platform IT identify the network ports, protocols, and services they plan to use as early in the life cycle as possible and notify hosting enclaves. Enclaves register all active ports, protocols, and services in accordance with DoD and DoD Component guidance.

	Supporting Rational:
	AHAS provides infrastructure services and support for approved ports and protocols. UNISYS is responsible for managing external information services.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	As specified in the AHAS System Security Plan (Section 9.2), the AHAS PPS Worksheet lists the ports, protocols, and services (PPS) required for the operations of AHAS.

	Artifacts:
	AHAS System Security Plan, AHAS PPS Worksheet [21]



[bookmark: _Toc358712585]Software Quality (DCSQ-1)
	Description:
	Software quality requirements and validation methods that are focused on the minimization of flawed or malformed software that can negatively impact integrity or availability (e.g., buffer overruns) are specified for all software development initiatives.

	Supporting Rational:
	AHAS provides quality assurance and quality control for the application.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS Quality Control Plan [22] describes the methodology employed for quality control activities for AHAS that reflects accepted software quality assurance requirements and validation methods

	Artifacts:
	AHAS System Security Plan, AHAS Quality Control Plan [22]



[bookmark: _Toc358712586]Configuration Management (CM) Process (DCPR-1)
	Description:
	A CM process is implemented that includes requirements for: (1) Formally documented CM roles, responsibilities, and procedures to include the management of IA information and documentation; (2) A configuration control board that implements procedures to ensure a security review and approval of all proposed DOD information system changes, to include interconnections to other DOD information systems; (3) A testing process to verify proposed configuration changes prior to implementation in the operational environment; and (4) A verification process to provide additional assurance that the CM process is working effectively and that changes outside the CM process are technically or procedurally not permitted.

	Supporting Rational:
	A CM plan has been developed to include detailed CM roles, CCB, test process for the changes requested and verification process that checks the effectiveness of the CM process.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS Configuration Management Plan [18] has been developed to include detailed CM roles, CCB, test process for the changes requested and verification process that checks the effectiveness of the CM process.

	Artifacts:
	AHAS System Security Plan, AHAS Configuration Management Plan [18]



[bookmark: _Toc358712587]Software Baseline (DCSW-1)
	Description:
	A current and comprehensive baseline inventory of all software (to include manufacturer, type, and version and installation manuals and procedures) required to support DOD information system operations is maintained by the CCB and as part of the C&A documentation. A backup copy of the inventory is stored in a fire-rated container or otherwise not collocated with the original.

	Supporting Rational:
	CCB documentation contains a current comprehensive listing of all software including the vendor, version, DOD license, and name and location of the hosting system.  The backup copy of the software inventory is stored in a fire retardant container or in a physically separate site.  The backup copy is current and accurate and matches the original.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	An AHAS Software inventory is maintained in the PWS and on the DeTect Google drive.  

	Artifacts:
	AHAS System Security Plan, AHAS PWS [5]



[bookmark: _Toc358712588]Boundary Defense
DeTect, Inc. has the responsibility for boundary defense of the AHAS host operating system and network. As described in Section 5.2.2, DeTect, Inc. operates, manages and controls the components from the host operating system and network down to the physical security of the facilities in which the services operate. DeTect, Inc. provides a complete firewall solution as approved by the government; this mandatory inbound firewall is configured in a default deny mode and the administrator must explicitly open any ports to allow inbound traffic. The traffic may be restricted by protocol, by service port, as well as by source IP address (individual IP). The level of security afforded by the firewall is a function of which ports are opened by the administrator, and for what duration and purpose. The default state is to deny all incoming traffic and AHAS developers plan carefully what they will open when building and securing their applications. 
AHAS firewall rules are set by the administrator. All hosts and virtual hosts are blocked by default from all other hosts, both external and internal, and rules must be placed to allow necessary traffic. No public IP address is assigned to a host that should not be accessed externally, and port access is not granted when not needed. AHAS does not employ a Virtual Private Network (VPN).  DeTect, Inc. monitors inbound and outbound communications for unusual or unauthorized activities or conditions (e.g., the presence of malicious code, unauthorized export of information, signaling to an external information system).
[bookmark: _Toc268869247][bookmark: _Toc358712589]Boundary Defense (EBBD-1)
	Description:
	Boundary defense mechanisms, to include firewalls and network intrusion detection systems (IDS) are deployed at the enclave boundary to the wide area network, and Internet access is permitted from a demilitarized zone (DMZ) that meets the DOD requirement that such contacts are isolated from other DOD systems by physical or technical means. All Internet access points are under the management and control of the enclave. Internet access is permitted from a demilitarized zone (DMZ) that meets the DOD requirement that such contacts are isolated from other DOD systems by physical or technical means. All Internet access points are under the management and control of the enclave.

	Supporting Rational:
	The AHAS Contractor is responsible for the boundary defense mechanisms of the operating system, virtualization layer, and application.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	AHAS operates, manages and controls the components of the operating system and virtualization layer and the physical security of the facilities in which the service operates. AHAS ensures that boundary defense mechanisms are deployed as required. 
The AHAS System Security Plan (Section 8.6) describes the AHAS firewall rules.

	Artifacts:
	AHAS System Security Plan, Monthly Status Report



[bookmark: _Toc358712590]Remote Access
DeTect, Inc. has responsibility for remote access. For those systems that employ remote access, DeTect, Inc. is responsible for audit log and posting review. AHAS employs protective methods for remote access for administrators. Remote access (i.e., AHAS System Administrator support access) is accomplished via VPN from designated, secured devices.  Remote access for privileged functions is controlled and allowed only for compelling operational needs that are clearly documented and defined. A complete audit trail of each remote session is recorded, and available for IAM review.
[bookmark: _Toc358712591][bookmark: _Toc173217717][bookmark: _Toc268869252]Audits
DeTect, Inc. has implemented system audit mechanisms to provide effective monitoring and detection of auditable events for those activities specified by DoDD 8500.01E [13] and DoDI 8500.2 [14]. 
Auditable events include: 
· User actions to open, close, create, execute, modify or delete files;
· Actions taken or attempts to change the security profile of the AHAS;
· Any event that attempts to violate the AHAS security policy, and
· Changes in a user’s privileges or identification.
The DAA may identify additional auditable events. The AHAS audit logs enable the IAM to identify the actions of any user based on the individual’s identity. The use of identification and authentication mechanisms (e.g., username and password) must be an auditable event. AHAS System Administrator activities, as well as IAM activities that involve privileged, supervisory, or AHAS-level commands or instructions capable of circumventing the established security mechanisms, must be auditable events. The content of the audit record may consist of any or all of the below, based upon the actual requirements in the applicable STIG: 
Date and time of the event;
Unique identifier of the user or device generating the event;
Type of event;
Success or failure of the event;
Successful and unsuccessful logons
Denial of access resulting from excessive number of logon attempts
Blocking or blacklisting a user ID, terminal or access port and the reason for the action
Successful and unsuccessful attempts to access security files (e.g. audit records, password files)
Activities that might modify, bypass, or negate safeguards controlled by the system
Origin of the request (e.g., terminal ID) for identification/authentication events;
On a regular basis, security relevant events that meet audit requirements are collected, processed, and stored manually. Collected audit data are analyzed manually. Real-time analysis of audit data will not be required. Email alerts are sent to the IAM immediately upon audit of any unusual or inappropriate activity with potential IA implications. In the event of compromise, shutdown capabilities are in place for AHAS. 
[bookmark: _Toc347546907][bookmark: _Toc393068882]Audit logs are reviewed weekly by the IAM. Any discrepancies or violations noted during reviews must be acted upon immediately. All audit trail information is made available to the IAM upon request within 24 hours following the audit. Security violations or ongoing security problems may warrant more frequent reviews, as determined by the IAM. 
Audit information is only accessible to authorized personnel as authorized by the IAM, including IAM, and AHAS System Administrators. Those with authorization to AHAS audits are able to audit applicable items. All application servers protect audit files from unauthorized viewing, changes, or destruction. The audit records are backed up not less than monthly onto a different system or media than the system being audited. Archived audit trail files are stored for a minimum of one year in accordance with DoDI 8500.2 [14]. 
[bookmark: _Toc358712592]Audit Record Content - Public Systems (ECAR-1)
	Description:
	Audit records include:
- User ID.
- Successful and unsuccessful attempts to access security files.
- Date and time of the event.
- Type of event.

	Supporting Rational:
	The AHAS Contractor is responsible for audits generated by the AHAS operating system. 

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS System Security Plan (Section 8.8) specifies auditable events and the content of the records, including activities specified by DoDD 8500.01E [13] and DoDI 8500.2 [14] as well as those identified by the DAA.

	Artifacts:
	AHAS System Security Plan, Monthly Status Report



[bookmark: _Toc358712593]Audit Reduction and Report Generation (ECRG-1)
	Description:
	Tools are available for the review of audit records and for report generation from audit records.

	Supporting Rational:
	The AHAS Contractor is responsible for audit reduction and report services.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	Audit logs are reviewed on a regular basis to make sure that no unusual activity is occurring. In addition, report generation and/or alarming and monitoring are implemented to facilitate the review of log data.
The AHAS System Security Plan (Section 8.8) specifies that security related events are collected and analyzed on a routine basis using automated and manual techniques.

	Artifacts:
	AHAS System Security Plan



[bookmark: _Toc358712594]Audit Record Retention (ECRR-1)
	Description:
	If the DoD information system contains sources and methods intelligence (SAMI), then audit records are retained for 5 years. Otherwise, audit records are retained for at least 1 year.

	Supporting Rational:
	The AHAS Contractor is responsible for audit record retention. 

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	Archived audit trail files are stored for a minimum of one year in accordance with regulatory and organizational information retention requirements.
The AHAS System Security Plan (Section 8.8) specifies that audit trail files are stored for a minimum of one year.

	Artifacts:
	AHAS System Security Plan



[bookmark: _Toc358712595]Audit Trail Protection (ECTP-1)
	Description:
	The contents of audit trails are protected against unauthorized access, modification or deletion.

	Supporting Rational:
	The AHAS Contractor is responsible for audit protection. 

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	Access to audit logs is protected through the use of 'ACLs' which are managed by the System Administrator.  AHAS utilizes ACLs to manage user access to AHAS information systems. Access to information systems for employees, vendors, contractors and temporary / guest accounts are approved and reviewed on a periodic basis. The AHAS Configuration Management Plan (Section 4.5) [18] specifies the least privileges allowed, which is followed by AHAS. 
The AHAS System Security Plan (Section 8.8) specifies that access to audit information is limited to the IAM, and AHAS System Administrators as authorized by the IAM.

	Artifacts:
	AHAS Configuration Management Plan [18], AHAS System Security Plan



[bookmark: _Toc358712596]Audit Trail, Monitoring, Analysis and Reporting (ECAT-1)
	Description:
	Audit trail records from all available sources are regularly reviewed for indications of inappropriate or unusual activity. Suspected violations of IA policies are analyzed and reported in accordance with DoD information system IA procedures.

	Supporting Rational:
	The AHAS Contractor is responsible for audits and provides a means to audit applicable items.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	IDS logs are inspected monthly and any inappropriate or unusual activity is documented in the Monthly Report.   

	Artifacts:
	AHAS System Security Plan, Monthly Report



[bookmark: _Toc358712597]Enclave and Computing Environment
DeTect, Inc. has responsibility for enclave and computing environment, including system level resource controls and antivirus protections, and is responsible for the infrastructure of the system.
Object reuse refers to the allocation or reallocation of system resources (storage objects) to a subject. Security requires that no system resource can be used to pass data from one process to another in violation of the security policy. This includes internal system resources not normally visible to users such as buffers and caches. AHAS does not share resources that are used to interface with systems operating at different security levels. 
AHAS has antivirus software installed and used as part of the normal operating procedures. The antivirus software is capable of automatic updates. AHAS System Administrators ensure that antivirus programs are installed; the patterns are kept up to date; and spam and spyware protections are implemented and kept up to date in accordance with the DISA Antivirus Security Guidance [8]. Antivirus software is included in the AHAS Software Baseline (Section 6.2.1.1).
[bookmark: _Toc358712598]Virus Protection (ECVP-1)
	Description:
	All Servers, workstations and mobile computing devices (i.e. laptop, PDAs) implement virus protection that includes a capability for automatic updates.

	Supporting Rational:
	HQ AFSEC provides Virus Protection for the users and servers supporting AHAS. AHAS is responsible for antivirus security for the application.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The McAfee antivirus program is installed and configured for automatic updates.  The patterns are kept up to date and spam and spyware protections are implemented and kept up to date. 
The AHAS System Security Plan (Section 8.9) specifies that antivirus programs are installed; the patterns are kept up to date; and spam and spyware protections are implemented and kept up to date in accordance with the DISA Antivirus Security Guidance [8] and that antivirus software is included in the software baseline inventory.

	Artifacts:
	AHAS System Security Plan



[bookmark: _Toc358712599]Identification and Authentication
AHAS is a public, non-sensitive system.  General users are not required to complete identification and authentication to use AHAS.  AHAS administrators are required to provide usernames and passwords to access and service the system.  No classified information is processed on the AHAS. AHAS identification and authorization have been implemented according to AFMAN 33-223 [4]. Configuration guidance is based on the current DISA UNIX STIG [9]. 

[bookmark: _Toc358712600]Individual Identification and Authentication 
[bookmark: _Toc119141293][bookmark: _Toc159890365][bookmark: _Toc178753758][bookmark: _Toc179014684][bookmark: _Toc197397249][bookmark: _Toc245875609]Administrators, as privileged users, must log into his/her individual unique account to assume a trusted profile.
Administrators are required to change their passwords every ninety (90) days in accordance with the appropriate DISA STIG 
Generate automatic time-outs for user sessions when inactivity exceeds a preset time limit, 5 minutes

[bookmark: _Toc358712601]Access Control
DeTect, Inc. has responsibility for access control and is responsible for the infrastructure server accounts and user-privileges.
Access to data in AHAS is public and unrestricted. There are no public user privileges to modify data; only administrator privileges exist.  Administrator privileges are determined based on those required to perform their job functions. Access procedures enforce the principles of separation of duties and "least privilege".  Least privilege states that users have only the authority to access those resources necessary to perform their assigned tasks in accordance with organizational missions and business functions. In general, users who maintain administrator roles and responsibilities will only use the administrator privileges to perform privileged functions. AHAS application programmer privileges are limited and are reviewed periodically by the CCB. 
Data integrity is the security attribute of AHAS data as related to the preservation of the meaning and completeness of the data; the consistency of its representation; and its correspondence to what it represents. AHAS operations provide the following data integrity methods: 
· Regular data backups
· Controlled access to data via security mechanisms
· Users do not input data
· Error detection and correction software when transmitting data 
· Database recovery and restore
· Data Base Auditing
	Attachments 


[bookmark: _Toc358712602]Privileged Account Control (ECPA-1)
	Description:
	All privileged user accounts are established and administered in accordance with a role-based access scheme that organizes all system and network privileges into roles (e.g., key management, network, system administration, database administration, web-administration). The IAM tracks privileged role assignments.

	Supporting Rational:
	Access to information and data files is limited by assignment of roles and permissions with the AHAS Contractor responsible for the assignment of infrastructure server and application accounts and user-privileges. 

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS System Security Plan (Section 8.10.2) describes access control to information and data files by assignment of roles and permissions.
IT access privileges above least privilege per job function, including admin accounts, are approved and reviewed on a quarterly basis by the ACPM.
Access to IT resources is revoked within 24 hours of the employee record being terminated (deactivated) by the ACPM. 
Access to systems is managed by the ACLs, which grant role based access, enforce authorizations and use a default "deny-all" setting.

	Artifacts:
	AHAS System Security Plan



[bookmark: _Toc358712603]Production Code Change Controls (ECPC-1)
	Description:
	Application programmer privileges to change production code and data are limited and are periodically reviewed. 

	Supporting Rational:
	The AHAS Contractor is responsible for limiting and reviewing programmer privileges. 

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS System Security Plan (Section 8.10.2) describes limiting application programmer privileges to change production code and data.  
AHAS administrator access is limited to those whose primary job description is maintaining and sustaining AHAS.  AHAS Administrator access accounts are reviewed periodically. 

	Artifacts:
	AHAS System Security Plan



[bookmark: _Toc358712604]Least Privilege (ECLP-1)
	Description:
	Access procedures enforce the principles of separation of duties and "least privilege." Access to privileged accounts is limited to privileged users. Use of privileged accounts is limited to privileged functions; that is, privileged users use non-privileged accounts for all non-privileged functions. This control is in addition to an appropriate security clearance and need-to-know authorization.

	Supporting Rational:
	The AHAS Contractor is responsible for privileged users for the infrastructure and application.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS Configuration Management Plan [18] specifies the least privileges allowed, which is followed by AHAS. Sensitive functions within AHAS are appropriately separated. AHAS utilizes ACLs to manage user access to AHAS information systems. Access to information systems for employees, vendors, contractors and temporary / guest accounts are approved and reviewed on a periodic basis.
The AHAS System Security Plan (Section 8.10.2) describes the concept of least privilege that allows only authorized accesses for users which are necessary to accomplish assigned tasks in accordance with organizational missions and business functions.
IT access privileges above least privilege per job function, including admin accounts, are approved and reviewed on a quarterly basis by appropriate personnel.
Access to IT resources is revoked within 24 hours of the employee record being terminated (deactivated) by the ACPM. 
Access to systems is managed by ACLs, which grant role based access, enforce authorizations, and which use a default "deny-all" setting.

	Artifacts:
	AHAS Configuration Management Plan [18], AHAS System Security Plan



[bookmark: _Toc358712605]Changes to Data (ECCD-1)
	Description:
	Access control mechanisms exist to ensure that data is accessed and changed only by authorized personnel.

	Supporting Rational:
	AHAS is responsible for controlling access to and changes to the infrastructure and application.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS System Security Plan (Section 8.10.2) describes data integrity and access control to data files by assignment of roles and permissions.
Access to systems is managed by ACLs, which grant role based access, enforce authorizations, and which use a default "deny-all" setting.

	Artifacts:
	AHAS System Security Plan



[bookmark: _Toc358712606]Software Development Change Controls (ECSD-1)
	Description:
	Change controls for software development are in place to prevent unauthorized programs or modifications to programs from being implemented. 

	Supporting Rational:
	AHAS is responsible for obtaining CCB approval for all software changes.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS System Security Plan (Section 8.10.2) describes software development change controls.
The AHAS Project Manager obtains written CCB approval for all software changes before implementation.

	Artifacts:
	AHAS System Security Plan



[bookmark: _Toc358712607]Account Lockout Policy 
DeTect, Inc. has responsibility for secure log on procedures for users accessing infrastructure and controlling account lockout for the AHAS hardware. AHAS implements an account lockout policy security feature that locks a user account after a number of failed logon attempts occur within a specified time period based on the current DISA UNIX STIG [9]. The number of attempts that are allowed and the time period are based on the values that are configured as follows:
Automatic time-outs for user sessions are generated when inactivity exceeds a preset time limit, currently 5 minutes. 
A user ID will be locked out after three (3) unsuccessful logon attempts. 
Users of accounts that have been locked must wait 60 minutes before the user can attempt to log on again. 
[bookmark: _Toc159890374][bookmark: _Toc178753767][bookmark: _Toc179014693][bookmark: _Toc197397258][bookmark: _Toc245875618]
[bookmark: _Toc358712608][bookmark: _Toc220741319]Warning Message 
The AHAS warning banner below is displayed to AHAS administrators as required by DoDI 8500.2 [14] to ensure all administrators are warned that they are using a U.S. Government information System. Appropriate privacy and security notices are provided with statements that inform users that they are subject to monitoring, recording, and auditing, in accordance with DoD Consent Banner Memorandum [12], the current DISA Windows STIG. Administrators are also notified of possible sanctions, such as loss of privileges or prosecution, if they misuse or access the network without authorization. The administrator, prior to a successful logon to AHAS, must acknowledge the following notice. 
You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.
By using this IS (which includes any device attached to this IS), you consent to the following conditions:
- The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations.
- At any time, the USG may inspect and seize data stored on this IS.
- Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG authorized purpose.
- This IS includes security measures (e.g., authentication and access controls) to protect USG interests--not for your personal benefit or privacy.
- Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative searching or monitoring of the content of privileged communications, or work product, related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential. See User Agreement for details.
By clicking OK, you agree to the terms of the User Agreement.
[bookmark: _Toc119141348][bookmark: _Toc159890419][bookmark: _Toc178753812][bookmark: _Toc179014738][bookmark: _Toc197397303][bookmark: _Toc245875661]
[bookmark: _Toc358712609]Warning Message (ECWM-1)
	Description:
	All users are warned that they are entering a Government information system, and are provided with appropriate privacy and security notices to include statements informing them that they are subject to monitoring, recording and auditing.

	Supporting Rational:
	The AHAS Contractor maintains policies communicating expectations related to access to the AHAS environment and is responsible for the warning banner displayed to AHAS administrators.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS System Security Plan (Section 8.10.4) indicates a warning banner is displayed to inform all administrators when logging into AHAS that they are entering a Government information system.  Administrators, prior to a successful logon to AHAS, must acknowledge this notice.

	Artifacts:
	AHAS System Security Plan



[bookmark: _Toc358712610]Physical and Environmental
The Physical and Environmental controls (designated with PExx) in this section that deal with storage and protection of safety sensitive data are the responsibility of the AHAS Contractor.  The AHAS Contractor is responsible for the infrastructure and the application.
[bookmark: _Toc358712611]Data Access
Privileged inactive sessions time out after if left unattended for over 5 minutes or upon receiving a request from a user, in accordance with DODI 8500.2 [14] ) and applicable STIGs. The session lock is implemented at the point where session activity can be determined at the operating system-level. The session lock remains in effect until the user reestablishes access using appropriate identification and authentication procedures.
[bookmark: _Toc268869263][bookmark: _Toc358712612]Screen Lock (PESL-1)
	Description:
	Unless there is an overriding technical or operational problem, workstation screen-lock functionality is associated with each workstation. When activated, the screen-lock function places an unclassified pattern onto the entire screen of the workstation, totally hiding what was previously visible on the screen. Such a capability is enabled either by explicit user action or a specified period of workstation inactivity (e.g., 5 minutes). Once the workstation screen-lock software is activated, access to the workstation requires knowledge of a unique authenticator. A screen lock function is not considered a substitute for logging out (unless a mechanism actually logs out the user when the user idle time is exceeded).

	Supporting Rational:
	A properly-configured and functional screen lock is configured on all system workstations and servers at the HF. 

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	Inactive sessions time out after a specified period of time.
The AHAS System Security Plan (Section 8.11.1) indicates that a session lock is initiated after 5 minutes of inactivity or upon receiving a request from a user to prevent further access to the system.

	Artifacts:
	AHAS System Security Plan


[bookmark: _Toc119141319][bookmark: _Toc159890390][bookmark: _Toc178753783][bookmark: _Toc179014709][bookmark: _Toc197397274][bookmark: _Toc245875634]
[bookmark: _Toc358712613]Personnel
The personnel controls (designated with PRxx) in this section specify the training and access of each personnel with direct contact with the system. These controls will be the responsibility of DeTect, Inc.  for infrastructure system and hardware maintenance activities.
The DeTect, Inc. policies and guidelines ensure that standard users and administrators understand and acknowledge their behaviors on the system, and only authorized personnel can perform maintenance on the system.
DeTect, Inc. is responsible for software maintenance processes for modifications after delivery to correct faults, improve performance or other attributes, or adapt to a changed environment. This includes: 
Preventive Maintenance 
Intervention due to failures 
Installation of additional functions 
Upgrades and updates
AHAS software maintenance is performed only by authorized personnel. The AHAS System Administrators are inherently authorized to perform maintenance as they have already been cleared through the personnel security process. Maintenance of infrastructure system and hardware maintenance activities are also the responsibilities of DeTect, Inc.
Security awareness training includes initial and periodic review of AHAS specific policies, standard operating procedures, security trends, and vulnerabilities and is tailored to the security requirements of the supported user groups and system administrators. Upon arrival and annually thereafter, all personnel receive training and familiarization, commensurate with their responsibilities and level of data access, to include familiarization with their prescribed roles in all IA- related plans, protecting the information, and appropriately responding to and reporting suspicious activities and conditions. The status of IA certification and other security will also be monitored and reported as part of the annual review (DCAR-1).
[bookmark: _Toc432233954][bookmark: _Toc119141344][bookmark: _Toc159890416][bookmark: _Toc178753809][bookmark: _Toc179014735][bookmark: _Toc197397300][bookmark: _Toc245875658]The AHAS Rules of Behavior [24] provide standards to hold all AHAS users with access to the system accountable for security-relevant actions and delineates responsibilities along with the consequences of inconsistent behavior or non-compliance. The rules of behavior are disseminated through the AHAS’ training and awareness program.
[bookmark: _Toc358712614]Security Rules of Behavior and Acceptable Use Policy (PRRB-1)
	Description:
	A set of rules that describe the IA operations of the DOD information system and clearly delineate IA responsibilities and expected behavior of all personnel is in place.  The rules include consequences of inconsistent behavior or non-compliance.  Signed acknowledgement of the rules is a condition of access.

	Supporting Rational:
	The AHAS Contractor is responsible for maintaining the AHAS Rules of Behavior [24].  

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS Contractor has implemented a program to ensure that all AHAS personnel receive training and familiarization on the AHAS Rules of Behavior [24] and consequences of non-compliance.  AHAS personnel sign a statement acknowledging AHAS rules in order to obtain AHAS administrator access.  

	Artifacts:
	AHAS System Security Plan, AHAS Rules of Behavior [24]



[bookmark: _Toc358712615]Information Assurance Training (PRTN-1)
	Description:
	A program is implemented to ensure that upon arrival and periodically thereafter, all personnel receive training and familiarization to perform their assigned IA responsibilities, to include familiarization with their prescribed roles in all IA- related plans such as incident response, configuration management and COP or disaster recovery.

	Supporting Rational:
	The AHAS Contractor is responsible for insuring personnel receive security training and familiarization to perform their assigned duties.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS Contractor has implemented a program to ensure that upon arrival and periodically thereafter, all AHAS personnel receive training and familiarization to perform their assigned IA responsibilities, to include familiarization with their prescribed roles in all IA related plans such as Incident Response [6], Configuration Management [18], and COP [19].  The AHAS System Security Plan (Section 8.12) specifies that all AHAS users and system administrators receive initial and periodic training, commensurate with their position and level of access to data, on AHAS specific policies, standard operating procedures, security trends, and vulnerabilities.
AHAS personnel are required to take information security training annually. New employees receive information security training when they start employment.
AHAS’ Incident Response Plan outlines procedures for incident response training, testing exercises, handling, monitoring, reporting, assistance, and the incident response plan.

	Artifacts:
	AHAS Incident Response Plan [6], AHAS Configuration Management Plan [18], AHAS COP [19], AHAS System Security Plan



[bookmark: _Toc358712616]Incident Response
DeTect, Inc. has responsibility for incidence response and coordinates their incident response procedures to ensure security of the infrastructure and application. DeTect, Inc. utilizes industry standard notifications and has a process to perform vulnerability management that includes the systematic identification and mitigation of software and hardware vulnerabilities.
The AHAS Incident Response Plan (IRP) [6] summarizes the aspects of incident response planning including reporting, discovering, responding, investigation, recovery, and follow-up of an automated incident that may compromise information security. In addition, it provides for user training and establishes an incident response team (VIIR-1).
[bookmark: _Toc358712617]Vulnerability Management
DeTect, Inc. and the government share responsibility for Information Assurance Vulnerability Management (IAVM) and coordinate the systematic identification, reporting, and correction of vulnerabilities in operating system and application software.   
The AHAS System Administrator selects, configures, and utilizes vulnerability assessment tools based on guidance from the IAM and in accordance with the guidance supplied in the current applicable STIGs. The components of the information systems must be appropriately patched and updated to protect from and vulnerabilities. All hosts are installed, configured and maintained following principle of least privilege and based on relevant hardening guides in DISA STIGs.
An integral part of the IAVM process is to ensure that vulnerability information is kept current and reflects newly discovered vulnerabilities and exploits to prevent some incidents from occurring and assist in the detection and analysis of new attacks. The AHAS System Administrator monitors Information System security alerts/advisories from Air Force, US government, and academic Computer Emergency Response Teams (CERTs) security mailing lists, advisories, and bulletins to obtain update information through briefings, Web postings, and mailing lists on a regular basis. Table 6 identifies resources for monitoring vulnerabilities:
	[bookmark: _Ref297634394][bookmark: _Toc355269285]Table 6. Security Vulnerability Resources

	Organization Website
	URL

	CERT® Coordination Center, Carnegie Mellon University (CERT®/CC) 
	http://www.cert.org/

	PostgreSQL Security Information
	http://www.postgresql.org/support/security.html

	Security Focus
	http://www.securityfocus.com/

	United States Computer Emergency Response Team (US-CERT) 
	http://www.us-cert.gov/



AHAS implements the following procedure for identifying, managing, and mitigating vulnerabilities: 
[image: ]
Identification: This constitutes determining the exact problem. Using sophisticated detection software and audit information, team investigates the identity, nature and extent of the vulnerability.
Containment: Containment is limiting the extent of the vulnerability through determining appropriate mitigation measures..
Eradication: Once vulnerability is identified, it is then eradicated using recommended mitigation measures, including validating backups. At times, systems become periodically re-infected with viruses simply because these viruses are not periodically cleaned from the backups.
Recovery: The next phase of action after eradication is recovery. Recovery means returning the system to normal. If the vulnerability is network-based, it is important to install patches to all vulnerable holes in the operating system, exploited during the attack.
Security Impact Analysis: This follow-up stage, the most crucial, is very valuable:
It helps to create a set of ‘lessons learned’ as reference to improve future performance in similar situations.
It justifies all security measures and efforts to management.
It yields information including a formal chronology of events, which may be essential in legal proceedings.
Provides an out brief to the AHAS PM, IAM, and AHAS Contractor PM on the aftermath of the incident. 

To ensure vulnerability assessment is exercised, the AHAS System Administrator will coordinate with the IAM to determine frequency as well as protection and retention of reports. The AHAS System Administrator will provide all vulnerability assessment reports to the IAM as soon as possible after the reports are available. 
[bookmark: _Toc358712618][bookmark: _Toc268869278]Incident Response Planning (VIIR-1)
	Description:
	An incident response plan exists that identifies the responsible CND Service Provider in accordance with DOD Instruction O-8530.2 [10] and CJCS Instruction 6510.01 [7], defines reportable incidents, outlines a standard operating procedure for incident response to include INFOCON, provides for user training, and establishes an incident response team.  The plan is exercised at least annually.  

	Supporting Rational:
	The AHAS Contractor is responsible for incident response planning.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	The AHAS Incident Response Plan identifies the CND service provider, defines reportable incidents, outlines procedures for incident response, provides user training, and established the incident response team.  The IRP is exercised annually.  

	Artifacts:
	AHAS System Security Plan, AHAS Incident Response Plan [6]



[bookmark: _Toc358712619]Vulnerability Management (VIVM-1)
	Description:
	A comprehensive vulnerability management process that includes the systematic identification and mitigation of software and hardware vulnerabilities is in place. Wherever system capabilities permit, mitigation is independently validated through inspection and automated vulnerability assessment or state management tools. Vulnerability assessment tools have been acquired, personnel have been appropriately trained, procedures have been developed, and regular internal and external assessments are conducted. For improved interoperability, preference is given to tools that express vulnerabilities in the Common Vulnerabilities and Exposures (CVE) naming convention and use the Open Vulnerability Assessment Language (OVAL) to test for the presence of vulnerabilities.

	Supporting Rational:
	The AHAS Contractor is responsible for the IAVM process, including administrative and technical support.

	Responsible Entities
	HQ AFSEC/SEAT, DeTect, Inc, HQ AFSEC/SEFW

	Resources:
	AHAS PM and CORs, IAM, ACPM

	System IA Control Implementation Plan
	AHAS utilizes industry standard notifications and has a process to perform vulnerability management that includes the systematic identification and mitigation of software and hardware vulnerabilities.
The AHAS System Security Plan (Section 8.14) describes the Information Assurance Vulnerability Management (IAVM) procedure and coordination with the IAM and AHAS.
A regular external vulnerability assessment is performed and issues identified are addressed and resolved.
AHAS applies a systematic approach to managing change to ensure changes to customer-impacting aspects of a service are reviewed, tested, and approved by the Configuration Control Board (CCB). 
Incidents are logged and tracked through to resolution. 
Incident reports are generated to identify lessons learned in order to prevent, or reduce the chance of, similar incidents in the future.
Evidence gathering and documentation standards have been formally defined and established within the AHAS Incident Response Plan.

	Artifacts:
	AHAS System Security Plan, AHAS Incident Response Plan [6]




[bookmark: _Toc358712620]Personnel
The AHAS PM has specified that all AHAS information has a Confidentiality Level of “Public” and shall be treated as public information. AHAS System Administrators [23] have a valid need-to-know for all information contained within the system. Administrators are required to have an approved National Agency Check with Inquiries (NACI) prior to being granted authorization for access. Administrators shall abide by the guidance in Chapter 3 of AFI 91-204 [3] regarding the handling and protection of privileged safety information and shall sign nondisclosure agreements.
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	ACL
	Access Control List

	ACPM
	AHAS Contractor Program Manager

	AFCAP
	Air Force Certification and Accreditation Program

	AFSEC
	Air Force Safety Center

	AHAS
	Avian Hazard Advisory System

	AIS
	Automated Information Systems

	ATO
	Authorization to Operate

	ASP
	Active Server Pages

	AUR
	AHAS User Representative

	BAM
	Bird Avoidance Model

	C&A
	Certification and Accreditation

	CA
	Certifying Authority

	CAC
	Common Access Card

	CC
	Common Criteria

	CCB
	Configuration Control Board

	CIA
	Confidentiality, Integrity, and Availability

	CM
	Configuration Management

	CND
	Computer Network Defense

	COMPUSEC
	COMPUter SECurity

	COP
	Continuity of Operations Plan

	COTS
	Commercial Off The Shelf

	CVE
	Common Vulnerabilities and Exposures 

	DAA
	Designated Approving Authority

	DAFIF
	Digital Aeronautical Flight Information File

	DBMS
	Database Management Systems

	DIACAP
	DoD Information Assurance Certification and Accreditation Process

	DIP
	DIACAP Implementation Plan

	DoDD
	Department of Defense Directive

	DoDI
	Department of Defense Instruction

	DR
	Deficiency Report

	FAR
	Federal Acquisition Regulation

	FIPS
	Federal Information Processing Standards

	FISMA
	Federal Information System Management Act

	FIPS
	Federal Information Processing Standards

	FOIA
	Freedom of Information Act

	FSA
	Field Service Administrator

	GOTS
	Government-off-the-Shelf

	GUI
	Graphical User Interface

	HF
	Hosting Facility

	HTML
	Hypertext Mark-Up Language

	HTTP
	Hyper Text Transfer Protocol

	HTTPS
	Hypertext Transfer Protocol Secure

	HW
	Hardware

	IA
	Information Assurance

	IAM
	Information Assurance Manager

	IAVM
	Information Assurance Vulnerability Management

	INFOSEC
	INFOrmation Security

	SSP
	System Security Plan

	IT
	Information Technology

	MAC 
	Mission Assurance Category

	MOA
	Military Operating Area

	MR
	Modification Request

	NACI
	National Agency Check with Inquiries

	NEXRAD
	Next-Generation Radar

	NIAP
	National Information Assurance Partnership

	NIDS
	NEXRAD Information Dissemination System

	NIST
	National Institute of Standards and Technology

	OMB
	Office of Management and Budget

	OPSEC
	OPerations SECurity

	OS
	Operating System

	OSS
	Open Source Software

	OVAL
	Open Vulnerability Assessment Language 

	PM
	Program Manager

	POA&M
	Plan of Action and Milestones

	POC
	Point of Contact

	SAAR
	System Authorization Access Request

	SDLC
	System Development Life Cycle

	SIP
	System Identification Profile

	SP
	Special Publication

	SQL
	Structured Query Language

	SSAA
	Security Authorization Agreement

	SSP
	System Security Plan

	STIG
	Security Technical Implementation Guidelines

	SW
	Software

	UPS
	Uninterruptible Power Supply 

	XML
	eXtensible Markup Language
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. E5 Connected to Gigabit ports
1921681201
TCP port 80 forwards to Gobbes.

ESKiHost s Dell PowerEdge 2900
Two Xeon Dual Core 1.8GHz Processors
8B RAM, Dual(Load Balance) Gigabit LAN
4T8 (usable) RAID 10 7200 RPM SATA.

1) Other guest nodes exist on the VMware host
2) Other nodes exit on the 192168 120 subnet
3) VPN access i open via IpCop

(Accrediation Boundary)

4)Other port forwards existon frewal © nor-AHAS nodes
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